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Preface

P.1  Purpose

a.  This NASA Procedural Requirement (NPR) establishes NASA requirements for conducting physical security vulnerability risk assessments for NASA facilities and property; except classified national security information (CNSI) and nuclear and chemical materials.

b.  This physical security vulnerability risk assessment procedure supports NASA Center management in meeting the responsibility of protecting NASA’s assets in a cost-effective manner.  It is designed to assist security officers in carrying out their responsibilities in support of management and the NASA Security Program.  The results of the physical security vulnerability risk assessment shall be used to determine the appropriate level of protection needed to safeguard these resources adequately and economically.  

c.  The level of security adopted shall be based upon applicable physical security measures and security procedures contained in NPR 1600.1 and 1620.3.  The results of the physical security vulnerability risk assessment are to be used to satisfy the requirements of Homeland Security Presidential Directive (HSPD)-7:  “Identification, Prioritization, and Protection of Critical Infrastructure and Key Resources”; and Presidential Decision Directive (PDD) 62: “Combating Terrorism.”
d.  When completed, the results of the physical security vulnerability risk assessment and mitigation plans shall be classified as administratively controlled information (ACI), at a minimum.  For critical assets designated as mission-essential infrastructure (MEI), classification at the CONFIDENTIAL or SECRET level must be considered based on local threat and criticality of the asset.  The Center Chief of Security (CCS) shall exercise final authority for designation of classification level.

e.  The overall purpose of this NPR and its sister document, NPR 1620.3, “Security Standards for NASA Facilities and Property,” is to establish a permanent baseline physical security posture for each assessed asset based on its criticality and identified vulnerabilities.  Thereafter, it is expected that subsequent changes in threat indicators could require the CCS to implement temporary security measures designed to address “real-time” changes in local threat response.

f.  This assessment tool is a living document, and will, from time to time, be updated to ensure its continued application and viability.

g.  Terms, abbreviations, and acronyms used in this NPR are explained in Chapter 10 of the parent document, NPR 1600.1, “NASA Security Program Procedural Requirements.”

P.2  Applicability

This NPR is applicable to NASA Headquarters and NASA Centers, including Component Facilities.  Address comments regarding this NPR to the Director, Security Management Division (DSMD), Office of Security Management and Safeguards, NASA Headquarters, Washington, DC, 20546.  Refer questions concerning the application of these standards at NASA Centers to the appropriate NASA Center Security Office.

P.3  Authority

a.  42 U.S.C. Section 2473(c)(1), National Space Program.

b.  14 CFR Part 1203, National Aeronautics and Space Administration.

c.  NASA Policy Directive (NPD) 1600.2C, NASA Security Policy.

P.4
References

a.  PDD 62, Combating Terrorism.

b.  NPR 1600.1, NASA Security Program Procedural Requirements.

c.  NPR 1620.3, Security Standards for NASA Facilities and Property.

d.  NPR 4200.1, NASA Equipment Management Manual.

e.  NPR 4310.1, Identification and Disposition of NASA Artifacts.

f.  HSPD 7, Identification, Prioritization, and Protection of Critical Infrastructure and Key Resources.

P.5
Cancellation

None

/S/

David A. Saleeba

Assistant Administrator for Security

   Management and Safeguards

CHAPTER 1:  Physical Security Vulnerability Risk Assessment

1.1  General

1.1.1.  Prior to beginning a physical security vulnerability risk assessment of an asset, NASA security personnel shall accomplish the following:

a.  Conduct the appropriate physical security survey to determine the current physical security posture of the asset.

b.  Familiarize themselves and fully analyze, Center, local, regional, national, and world conditions, as they relate to events and activities regarding past, current, and future criminal, terrorist, and protest activity.  This analytical process will assist the CCS with conducting accurate and meaningful physical security vulnerability risk assessments resulting in implementation of appropriate physical security measures.

1.2  Purpose of a Physical Security Vulnerability Risk Assessment

1.2.1.  Not all NASA assets at all Centers and locations require the same degree of protection. 

1.2.2.  Protection of assets must be based on a realistic assessment of the risk associated with the types of threats likely to be directed at the assets in their actual locations, the vulnerability of the asset, the asset value, and response capabilities of law enforcement and/or security forces. 

1.2.3.  Performing the physical security vulnerability risk assessments allows NASA managers to establish asset protection programs appropriate for their value and the likelihood of an attempt to compromise them. 

1.2.4.  The physical security vulnerability risk assessment allows Center management to prioritize assets so that physical security resources can be applied in the most efficient and cost-effective manner possible. 

1.2.5.  Center management shall ensure that “insider” threats are included in the threat assessment.

1.2.6.  Risk assessment also provides the facilities engineering organization with the information required to develop design criteria for construction or equipment installation to provide comprehensive security for an identified at-risk asset.

1.3  Risk

1.3.1.  In the context of this NPR, risk indicates both the impact of the compromise of an asset and the potential for it being compromised.  Risk is associated with individual assets and with different types of threats.
1.3.1.1.  Assets.  Risk concerns individuals, facilities, and other critical assets.  If we learned anything at all from the Oklahoma City, World Trade Center, Pentagon, and other worldwide attacks, it is that terrorist-targeting methodology typically involves targeting facilities housing many people or places due to their symbolism and the emotional impact such an attack will have on the American Public.  Much of the direction of the NASA Mission Essential Infrastructure Protection Program (MEIPP) is directed at protecting NASA critical infrastructure assets and facilities.  Typically, it is the potential publicity that would come with bombing a NASA facility or destroying and compromising a critical or symbolic NASA resource that an aggressor would find desirable.  The NASA Security Program is based upon protecting the greater installation, its critical facilities, and other critical assets, which will, in turn provide greater protection for people.  The risk assessment procedure in this NPR applies to all of the individual asset types one would find in an organization such as NASA.

1.3.1.2.  Components of risk.  Within the context of this NPR, risk is composed of two factors:  asset value and likelihood of aggressor activity.

a.  Asset value.  This risk factor indicates the value or importance of the individual asset to NASA and individual Centers (users).  The risk level increases with increasing asset value in this risk assessment model.  Chapter 2 addresses asset value in more detail.

b.  Likelihood.  This factor indicates the potential attractiveness of the asset to the aggressor and the likelihood that an aggressor will attempt to compromise the asset based on its attractiveness.  Risk increases with increasing likelihood of aggression.  Chapter 3 addresses likelihood in more detail.

(1)  A physical security vulnerability risk assessment must consider separately each potential aggressor category likely to be interested in an asset. 

(2)  The different aggressor categories and the different groups of aggressors within each category are necessary for developing the threat definition used by security specialists to compensate for or design for effective protection for these assets. 

(3)  In the threat assessment developed from elements of this risk assessment, different tactics and tools are considered for each threat type. 

(4)  Risk levels are established for broad categories of criminals, terrorists, vandals, and activists/protesters in this risk assessment. 

(5)  For this assessment, the types of potential threats are divided into two primary groups:  “insiders” and “outsiders.”  “Insiders” being employees, contractors, or visitors to a NASA site and “outsiders” being those individuals having no legitimate need to access a NASA site.  These threat groups are further described below:

(a)  Criminals.  Criminals are divided into thieves and criminal groups under both  “insiders” and “outsiders” category.  Thieves and criminal groups include those who would be interested in opportunistic thefts of property or planned and organized systematic thefts of property.

(b)  Vandals.  Vandals are included under a separate category for both “insiders” and “outsiders.”  This category is primarily concerned with the deliberate and malicious defacing and/or destruction of property.

(c)  Terrorists.  Under this assessment, terrorists are identified as:  (1) foreign-based terrorist groups capable of operating within the United States; and  (2) paramilitary/militia (anti-Government) groups.  Paramilitary CONUS based terrorist groups have historically included such groups as anti-government militia and white separatists groups.  

(d)  Activists/Protesters.  Activists/protesters category is provided in both the “insiders” and  “outsiders” designator.  This category considers extremists as well as the traditional protest groups capable of having interest in disrupting or otherwise impacting NASA operations. “Insiders” are considered individuals supportive of, and/or participants in protest activity, or those sympathetic to the activist/protestor or terrorist cause(s).

(e)  International Visitors (Foreign Nationals).  Foreign nationals, identified only under “insiders,” applies to those individuals visiting and/or assigned to NASA Headquarters or a particular Center.

1.4
Risk Assessment Procedure

1.4.1.  The following procedure shall be applied to all NASA assets being evaluated for vulnerabilities, including those in existing facilities and those in facilities yet to be constructed or under major renovation:

a.  Risk assessments for assets located in new or renovated facilities must be performed during the planning stages of the projects. 

b.  Identifying and including required security features during initial facility planning shall result in long-term cost savings and improved security system integration. 

1.4.2.  Prior to conducting the assessment using this assessment tool, security personnel must have the following information available:

a.  Most recent physical security survey of the asset.  If the survey is more than 2 years old, perform a new one.

b.  All the most recent threat information that is made available through Center counterintelligence offices, local, federal, state, county, and municipal law enforcement.

1.4.3.  Security personnel shall consult with facilities engineers and the users of the assets being assessed as necessary in performing this assessment.

1.4.3.1.  STEP 1:  Identify the organization to which the asset belongs and the area/facility in which the asset is located.  Enter this information in the spaces provided on NASA Form 1713 (Risk Level Worksheet).  See Figure 1.1, (Sample of the Risk Level Worksheet) which is available on-line at NASA Forms.

1.4.3.2.  STEP 2:  Identify the asset for which the assessment is being performed.  Enter the category of asset from Table 1-1, and enter a brief description to further identify it.  If the identified asset does not fall within one of the categories listed in Table 2-1 or if it falls within more than one category, select the category which most closely describes the asset and note the difference in the asset description.  Enter each asset category and its description in the space provided on NASA Form 1713 (Risk Level Worksheet).  Analyze each asset separately.
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Figure 1-1 – Sample Blank NASA Form 1713
	Table 1-1

Asset Categories

	Category

Description

	A


Aircraft and components at aviation facilities and/or test facilities.

B


Vehicles/components at motor pools and/or watercraft at docking facilities.

C


Petroleum, oils, and lubricants (POL).

D


Launch and/or mission control facilities.

E


Controlled medical substances and other medically sensitive items.

F


Communications facilities and associated equipment (includes tracking 

                                            stations).

G


Individual information technology systems and high-value super computing 

                                           systems and data centers.

H


Facilities engineering supplies and construction material.

I


Rocket engine, wind tunnels, simulation, and other high-speed testing 

                                           facilities and equipment.

J


Research Facilities.

K


Spacecraft (Shuttle, ISS, etc.).

L


Experimental animal subjects and associated laboratories.

M


Visitor centers and display facilities.

N


Miscellaneous pilferable assets. Includes hand-held precision tools, laptop 

                                            computers, etc.

O


Mission-critical or high-risk personnel.

P


Administrative support facilities.

Q


Industrial and utility equipment/facilities.

R


Precious metals/materials.

S


Arms, Ammunition & Explosives (AA&E).


1.4.3.3.  STEP 3:  Determine asset value.  Evaluate the appropriate asset value rating factors and determine the asset value rating for each asset as described in Chapter 2.

1.4.3.4.  STEP 4:  Determine likelihood of aggression.  For each applicable threat type and for each asset, evaluate the appropriate likelihood rating factors as described in Chapter 3.  Determine the highest likelihood ratings for potential aggressors as described in Chapter 3.

1.4.3.5.  STEP 5:  Determine the risk levels for assets.  Use Table 1-2 to determine risk levels for each asset based on its value rating and the likelihood ratings for criminals and terrorists as determined in Chapters 2 and 3.  Read the matrix (Table 1-2) across from the applicable value rating and down from the applicable likelihood rating.  The risk level is at the intersection of the two ratings.  Enter the risk levels for criminals and terrorists in the space provided on NASA Form 1713 (Risk Level Worksheet).  Figure 1-2 is an example of a completed assessment.
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Figure 1-2 – Sample completed NASA Form 1713

1.4.3.6.  STEP 6:  Refer to NPR 1600.3, “Security Standards for NASA Facilities and Property,” using the risk levels below to determine minimum security measures required.
	Table 1-2

Risk Level Matrix

	




Highest Likelihood Rating

Value

Very







Very 

Rating

Low

Low

Medium
High

High



	Very Low
I

I

I

II

II

Low

I

I

II

II

II
Medium
I

I

II

II

III

High

II

II

II

III

III

Very High
II

II

III

III

III


CHAPTER 2.  Asset Value Determination Process

2.1  Measurement of Asset Value

In the context of this assessment tool, asset value is based on value rating factors that include mission criticality to NASA, mission criticality to the asset's user (e.g., Center, program), the replaceability of the asset, and a measure of the asset's relative value to its user.  Evaluate each value rating as described below using the applicable value rating tables.

2.2  Evaluation Procedure

2.2.1.  Select applicable value rating tables.  Refer to Table 2-1 to determine which value rating tables apply for each asset category.

2.2.2.  Evaluate the value rating factors.  Select the entry from each value rating table which most closely applies to the asset.  Record the numerical values for the value rating in the spaces provided on NASA Form 1713 (Risk Level Worksheet).
2.2.3.  Establish value rating.  Refer to requirements in paragraph 2.4.

	Table 2-1

Asset Value Rating Factor Table Applicability


	

Asset Category




















Applicable Table Numbers


	A
Aircraft and components at aviation facilities

2-2
2-3
2-4
2-5


and/or test facilities.
B
Vehicles/components at motor pools and/or watercraft
2-2
2-3
2-4
2-6


at docking facilities.
C
Petroleum, oils, and lubricants (POL).


2-2
2-3
2-4
2-7
D
Launch and/or mission support facilities.


2-2
2-3
2-4
2-8
E
Controlled medical substances and other medically
2-2
2-3
2-4
2-9

          
sensitive items
F
Communications facilities and associated equipment (includes


Tracking stations). 




2-2
2-3
2-4
2-14
G
Individual information technology systems, 

2-2
2-3
2-4
2-10

           
Super computing systems, Data-centers.
H
Facilities engineering supplies and construction material.
2-2
2-3
2-4
2-14
I
Rocket engine, wind tunnels, simulation, and other
2-2
2-3
2-4
2-11

            
high speed testing facilities and equipment.


J
Research facilities.




2-2
2-3
2-4
2-17
K
Spacecraft (Shuttle, ISS)




2-2
2-3
2-4
2-12
L
Experimental animal subjects and associated laboratories.
2-2
2-3
2-4
2-13
M
Visitor centers and display facilities.


2-2
2-3
2-4.
2-14
N
Miscellaneous pilferable assets.  Includes hand-held
2-2
2-3
2-4
2-14


precision tools, laptop computers, etc.
O
Mission-critical or high-risk personnel.


2-2
2-3
2-4
2-18
P
Administrative Support Facilities.


2-2
2-3
2-4
2-18
Q
Industrial and utility equipment/Facilities.

2-2
2-3
2-4
2-14
R
Precious metals/materials.



2-2
2-3
2-4
2-15
S
Arms, Ammunition & Explosives



2-2
2-3
2-4
2-16



2.3  Value Rating Factors

2.3.1.  Criticality to NASA's mission.  This factor addresses the criticality of the asset relative to its support of the NASA mission.  Considering this factor ensures that assets which are critical to the NASA mission receive highest priority.  Evaluate this factor using Table 2-2.

NOTE:  NASA critical assets that are assigned a permanent value rating of 5 include:

1).  Space Shuttle and associated facilities/systems

2).  International Space Station (ISS) and on-ground modules

3).  Astronauts

4).  Administrator

5).  Deputy Administrator

	Table 2-2

Criticality to NASA's Mission


	










Value












Rating

Criticality









Factor
 

	Asset's loss would have negligible impact on NASA's mission.

      

0


Asset's loss would have minor impact on NASA's mission.



      
1


Asset's loss would have moderate impact on NASA's mission.

      

2


Asset's loss would have significant impact on NASA's mission.


      
3


Asset is mission-critical to NASA.  Loss would have serious impact on NASA's mission.   
4
   

Asset is mission-essential to NASA.  Loss cannot be tolerated.

      

5
   


2.3.2.  Criticality to Center/program mission.  This factor addresses the criticality of the asset in its support of a Center’s or program’s mission.  It accounts for the fact that some assets may be critical to the Center/program mission, but not to the overall NASA mission.  An example of such an asset could be kitchen equipment in the Training and Conference Center.  The equipment may be critical to the Conference Center mission, but is unlikely to be critical to the overall mission of the Center or the Agency.  Evaluate this factor using Table 2-3.

	Table 2-3

Criticality to Center's/Program Mission

	









Value











Rating

Criticality








Factor

	Asset's loss would have negligible impact on Center's/program mission.   

     0

Asset's loss would have minor impact on Center's/program mission.   

     1

Asset's loss would have moderate impact on Center's/program mission.   

     2

Asset's loss would have significant impact on Center's/program mission.   

     3

Asset is mission-critical to the Center/program.  Loss would have serious impact on 

Center's/program mission.






     4

Asset is mission-essential to the Center/program.  Center/program could not carry out 

mission without it.   


 




     5


2.3.3.  Asset replaceability.  This factor addresses the time required to replace assets that have been compromised.  Replacement can be either in-kind or with a reasonable substitute and can be either temporary or permanent.  This factor accounts for the impact of delay in replacement of assets on the user's mission.  Evaluate this factor using Table 2-4.

	Table 2-4

Asset Replaceability


	










Value












Rating

Replaceability









Factor


	Asset can be replaced within 0 to 5 days.



   

   
0

Asset can be replaced within 6 to 30 days.



   

   
1

Asset can be replaced within 31 to 90 days.



   
   
2

Asset can be replaced within 91 to 180 days.



   
   
3

Asset replacement shall require more than 180 days.


   
   
4

Asset replacement is cost prohibitive, or asset cannot be replaced.

  
   
5


2.3.4.  Relative asset value.  This factor provides a measure of the relative value of an asset based on the cost of the asset or other measures of value appropriate for particular asset categories.  Different tables are used to evaluate the relative values of different asset categories in the most appropriate ways of measuring relative value for the various asset categories.  The applicable tables are indicated in Table 2-1.  Enter the number of the table chosen in the space provided on NASA Form 1713 (Risk Level Worksheet).

2.3.4.1.  Relative value of aircraft and launch vehicles.  The relative value of aircraft and components at NASA aviation facilities is measured based on the numbers and specific type of aircraft present.  Evaluate relative value of these assets using Table 2-5.

	Table 2-5

Relative Value of Aircraft and Launch Vehicles


	










Value











Rating

Asset Characteristic








Factor

	Fewer than 10 aircraft are assigned to the aviation facility.



    
4

No specially configured research or space launch aircraft are assigned.

Fewer than 10 aircraft are assigned to the aviation facility.



    
6

Aircraft include specially configured research and/or space launch aircraft.

Ten or more aircraft are assigned to the aviation facility.



    
8

No specially configured research or space launch aircraft are assigned.

Ten or more aircraft are assigned to aviation facility.


    

10

Aircraft include specially configured research and/or space launch aircraft.


2.3.4.2.  Relative value of vehicles or watercraft.  The relative value of vehicles or watercraft and components at NASA motor pools or moored at docking facilities is based on the number and type of vehicles/watercraft present.  Evaluate relative value of these assets using Table 2-6.

	Table 2-6

Relative Value of Vehicles or Watercraft

	










Value











Rating

Asset Characteristic








Factor

	Fewer than 20 vehicles/watercraft are parked in the motor pool or moored at     

1

docking facilities.  Vehicles/watercraft do not include spacecraft transport or 

mission-essential assets.










    

Fewer than 20 vehicles/watercraft are parked in the motor pool or moored at    
 
2

docking facilities.  Vehicles/watercraft include spacecraft transport or mission 

essential assets.










   
  

Twenty or more vehicles/watercraft are parked in the motor pool or moored at     

4

docking facilities.  Vehicles/watercraft do not include spacecraft transport or mission 

essential assets.


Twenty of more vehicles/watercraft are parked in the motor pool or moored at     

5

docking facilities.  Vehicles/watercraft include spacecraft transport or mission 

essential assets.

	


2.3.4.3.  Relative value of petroleum, oils, and lubricants (POL).  The relative value of POL is based on the types and quantity being stored even if only on a temporary basis.  Evaluate relative value of these assets using Table 2-7.

	Table 2-7

Relative Value of Petroleum, Oils, and Lubricants (POL)



	










Value












Rating

Asset Characteristics








Factor

	Quantity of POL stored at facility is less than 50,000 gallons.
 

   
1

Does not include solid rocket propellants.

Quantity of POL stored at facility is greater than or equal to 50,000 gallons and less than 
2

150,000 gallons.  Does not include solid rocket propellants of 50,000 to 150,000 lbs.

Quantity of POL stored at facility is greater than or equal to 150,000 gallons and less than   
3

500,000 gallons.  Includes solid rocket propellants of 150,000 to 500,000 lbs.

Quantity of POL stored at facility is greater than or equal to 500,000 gallons and less than   
4

1 million gallons.  Includes solid rocket propellants of 500,000 to 1 million lbs.

Quantity of POL stored at facility is greater than or equal to 1 million gallons. 
  
5

Includes solid rocket propellants of greater than or equal to 1 million lbs.


2.3.4.4.  Relative value of launch and/or mission control facilities.  The relative value of launch and mission control facilities is based on level of use of the launch asset and criticality of the space asset.  Evaluate relative value of these assets using Table 2-8.

	Table 2-8

Relative Value of Launch and/or Mission Control Facilities

	










Value












Rating

Asset Characteristics








Factor


	Launch Facility is used 5 or less times per year or mission control facility is 

activated/manned for less than one year.




    

     1

Launch Facility is used 11 to 15 times per year or mission control facility is

activated/manned more than 5 years but less than 10 years.
    


     3

Launch Facility is used 21 or more times per year or mission control facility 

is activated/manned for more than 20 years.


    


     5


2.3.4.5.  Relative value of controlled substances.  Relative value of controlled medical substances and other medically sensitive items is measured by their Drug Enforcement Agency designations, their designation as sensitive items, and whether they are stored in a clinic, or in a research, development, testing, and engineering (RDT&E) facility.  Contact the appropriate medical personnel to determine their sensitivities.  Quantity is accounted for in considering the mission criticality of the asset to NASA and the user.  Evaluate relative value of these assets using Table 2-9.

	Table 2-9

Relative Value of Controlled Medical Substances and Other Medical

Sensitive Items










	










Value












Rating

Asset Characteristic








Factor


	Non-sensitive pharmaceuticals and medical items.


   


     1

Medically sensitive items in clinic or RDT&E facilities.


   

     3

Note R controlled substances (includes schedule 1 drugs) or note Q controlled substances   
     5

in clinic, or RDT&E facilities.




2.3.4.6.  Relative value of individual information technology systems and super-computing systems and facilities.  Relative value of information technology systems and super-computing systems and facilities is based upon the level/importance of the asset.  Actual quantity of the asset is also accounted for in considering the mission criticality of the assets to NASA and the user.  Evaluate relative value of these assets using Table 2-10.

	Table 2-10

Relative Value of Individual Information Technology Systems Local Area Networks, and Super Computing Systems and/or Data-Centers

	










Value












Rating

Asset Characteristics








Factor


	Fewer than 20 systems are in the facility.  Does not include



  
  1

super-computing system(s) or systems processing sensitive or classified information.

Fewer than 20 systems are in the facility.  Includes local area



  2

Networks and/or super- computing system(s) or systems processing sensitive or

classified information.

More than 20 but less than 50 systems are in the facility.


  
  
  3

Does not include super-computing system(s) or systems processing sensitive or 

classified information.

More than 20 but less than 50 systems are in the facility.


  
 
  4

Includes local area networks and/or super-computing system(s) or systems 

processing sensitive or classified information.

50 or more systems are in the facility or the facility houses



  
  5

super-computing system(s) that is/are processing sensitive or classified information.


2.3.4.7.  Relative value of rocket engine, wind tunnels, simulation facilities, and other high speed testing facilities and equipment.  Relative value of rocket engine, wind tunnel, simulation, and other high speed testing facilities and equipment is based upon the level of use and sensitivity of the testing.  Evaluate relative value of these assets using Table 2-11.

	Table 2-11

Relative Value of Rocket Engine, Wind Tunnels, Simulation, and Other High Speed Testing Facilities and Equipment




	


     







Value


     









Rating

Asset Characteristics








Factor


	Asset is used less than 10 times per year for testing.



    
1

Testing does not include sensitive or breakthrough technology requiring 

strict controls and accountability.

Asset is used less than 10 times per year for testing.



    
2

Testing includes sensitive or breakthrough technology requiring 

strict controls and accountability.

Asset is used more than 10 but less than 25 times per year for testing.  


3 Testing does not include sensitive or breakthrough technologies requiring 

strict controls and accountability.

Asset is used more than 10 but less than 25 times per year




4

for testing.  Testing includes sensitive or breakthrough

technology requiring strict controls and accountability.

Asset is used more than 25 times per year for testing that




5

includes sensitive or breakthrough technology requiring 

strict controls and accountability.


2.3.4.8.  Relative value of spacecraft.  Relative value of spacecraft is based upon type of craft and purpose of use.  Evaluate relative value of these assets using Table 2-12.

	Table 2-12

Relative Value of Spacecraft (Shuttle, ISS.)




	










Value












Rating

Asset Characteristics








Factor


	Asset is a one-time use expendable launch vehicle.





1

Asset is a reusable launch and reentry spacecraft.





3

Asset is a permanent space-based craft/facility. 





5


2.3.4.9.  Relative value of experimental animal subjects and associated laboratories.   The relative value of experimental animal subjects and associated laboratories is based upon the number of animal subjects housed and the type of research (controversial or basic research (i.e., noninvasive)) they support. Evaluate these assets using Table 2-13.

	Table 2-13

Relative Value of Experimental Animal Subjects and Associated Laboratories



	


     







Value



    








 Rating

Asset Characteristics








Factor


	Fewer than 20 animal subjects are in the facility.   No controversial research
is conducted.








               1

More than 20 but less than 50 animal subjects are in the facility.

Controversial research is conducted.


 



3

50 or more animal subjects are in the facility.  Highly controversial research

is conducted.









5


2.3.4.10.  Relative value of other assets.  Relative value of assets not included in the tables above (except people as assets) is evaluated based upon monetary value of the asset.  The monetary value may be determined for an inventory of assets or for individual assets, whichever is most appropriate for the quantity of the assets present in the area being assessed.  Actual quantity of the assets is accounted for in considering the mission criticality of the assets to NASA and the user.  Evaluate relative value of these assets using Table 2-14.

	Table 2-14

Relative Value of Other Assets


	










Value












Rating

Asset Characteristics








Factor


	Value of asset inventory is less than $50,000 or value of individual asset is less than $5,000.
     0

Value of asset inventory is greater than or equal to $50,000 and less than $100,000 or, value
     1

of individual asset is greater than or equal to $5,000 and less than $10,000.

Value of asset inventory is greater than or equal to $100,000 and less than $250,000 or, value
     2

of individual asset is greater than or equal to $10,000 and less than $25,000.

Value of asset inventory is greater than or equal to $250,000 and less than $500,000 or, value
     3

of individual asset is greater than or equal to $25,000 and less than $50,000.

Value of asset inventory is greater than or equal to $500,000 and less than $1,000,000 or,
     4

value of individual asset is greater than or equal to $50,000 and less than $100,000.

Value of asset inventory is greater than or equal to $1,000,000 or, value of individual asset is
     5

greater than or equal to $100,000.


2.3.4.11.  Relative value of precious metals/materials.  The relative value of precious metals/materials is determined based on the amounts and types of precious metals/materials on-hand.  Evaluate relative value of these assets using Table 2-15.

	Table 2-15

Relative Value of Precious Metals/Materials


	










Value












Rating

Types and Amounts








Factor


	Less than 100 ounces of precious metals are stored for use.   


    
1

Includes gold, silver, and platinum.

Amounts equal to 100 but less than 250 ounces of precious metals 



3

are stored for use.  Includes gold, silver, and platinum.

More than 250 ounces of precious metals are stored for use.



5

Includes gold, silver, and platinum.


2.3.4.12.  Relative value of arms, ammunition, and explosives (AA&E).  The relative value of AA&E is based on the type and number of AA&E on-hand. Evaluate relative value of these assets using Table 2-16.

	Table 2-16

Relative Value of Arms, Ammunition, and Explosives (AA&E)

	










Value












Rating

Asset Category









Factor


	Fewer than 20 weapons are on-hand.






1

Includes up to 4000 rounds of ammunition and no explosives.

Does not include weapons over 9mm.









  

More than 20 but less than 50 weapons are on-hand.



    
3

Includes up to 10000 rounds of ammunition and no explosives.

Include weapons over 9mm.

Over 50 weapons are on-hand or;




   


5

Includes over 10000 rounds of ammunition and/or explosives.

Includes weapons over 9mm. 


2.3.4.13.  Relative value of research activity and associated facilities.  Relative value of research activity as an asset is based on the type and sensitivity of the research and the type and criticality of the facility.  Evaluate relative value of these assets using Table 2-17.

	Table 2-17

Relative Value of Research Activity and Associated Facilities



	










Value












Rating

Asset Category









Factor


	Research is basic in nature.    







1

Research activity is sensitive in nature.

    




3

Research activity is highly sensitive and/or classified in nature.


    
5


2.3.4.14.  Relative value of people as assets.  Relative value of people as assets is evaluated based on the number of people present in the area being assessed because establishing a monetary value for human lives is impractical.  Separate scales are provided for mission-critical and high-risk personnel and the general population to account for basic differences in their relative value.  Further consideration of the relative importance of people is accounted for in their mission criticality to NASA and the user.  Evaluate relative value of the human asset using Table 2-18 and using the most appropriate scale for the asset being assessed.

	Table 2-18

Relative Value of People as Assets



	










Value












Rating

Probable Level of Occupancy







Factor


	Number of mission-critical or high-risk personnel in facility is likely to be
   

  1

fewer than three or general population in facility is likely to be fewer than 10.

Number of mission-critical or high-risk personnel in facility is likely to be
   

  2

greater than or equal to 3 and fewer than 10 or general population in facility is

likely to be greater than or equal to 10 and fewer than 30.

Number of mission-critical or high-risk personnel in facility is likely to be
   

  3

greater than or equal to 10 and fewer than 20 or general population in facility is

likely to be greater than or equal to 30 and fewer than 60.

Number of mission-critical or high-risk personnel in facility is likely to be
   

  4

greater than or equal to 20 and fewer than 30 or general population in facility is likely

to be greater than or equal to 60 and fewer than 100.

Number of mission-critical or high-risk personnel in facility is likely to be greater   

  5

than or equal to 30 or general population in facility is likely to be greater than 100.


2.4  Establishing an Asset Value Rating

Establish the value rating for assets using the results of evaluating the individual value rating factors.  Sum the numerical values associated with the four applicable factors (NASA mission criticality, user mission criticality, replaceabilty, and relative value) and then compare the sum to the ranges of sums in Table 2-19.  Select a resultant value rating of very low, low, medium, high, or very high.  Enter the applicable sum and value rating in the spaces provided on NASA Form 1713 (Risk Level Worksheet).  Continue the assessment procedure by proceeding to Chapter 3.

	Table 2-19

Asset Value Rating


	Sum of Value












Rating Factors








Value Rating

	0 to 5









Very Low (VL)


6 to 9









Low (L)



10 to 13









Medium (M)


14 to 17









High (H)


18 to 20









Very High (VH)


CHAPTER 3.  Likelihood Determination Process

3.1  Measurement of Likelihood

3.1.1.  The likelihood that a given aggressor will attempt to compromise an asset is evaluated using the likelihood rating factors below.  These factors measure the value of the asset to the aggressor.  The first three factors are as follows:

a.  Asset profile.

b.  Asset usefulness to aggressor.

c.  Asset availability.

3.1.2.  The second three factors measure the history of or potential for incidents.  These factors are as follows:

a.  Local incidents in the past.

b.  Regional incidents in the past.

c.  Potential for future incidents.

3.1.3.  The last three factors measure the vulnerability of the asset.  These factors are weighed to emphasize vulnerability because usually only the vulnerability of an asset can be changed through security measures.  The asset's value to an aggressor and the history of or potential for incidents are difficult to control.  Weighing the likelihood factors related to vulnerability allows the user of this procedure to decrease the risk level through applying security measures.  These vulnerability factors are as follows:

a.  Asset accessibility.

b.  Effectiveness of, and compliance with, security/law enforcement requirements.

c.  Other physical security deterrence measures.

3.2
Evaluation Procedure

3.2.1.  Selection of applicable aggressors.  Use Table 3-1 to determine the aggressors that have potential to be a threat to the asset.  Eliminate those that are known not to be a threat at the location being assessed.  Enter a check mark for each applicable aggressor in the spaces provided on NASA Form 1713 (Risk Level Worksheet).

3.2.2.  Evaluate likelihood of aggression.  For each potential aggressor, evaluate each of the nine likelihood rating factors using the applicable likelihood rating tables in paragraph 3-3.  Use Table 3-2 to determine which likelihood rating tables apply for each asset category.  Select the entry from each of the applicable likelihood rating tables that most closely applies to the aggressor and the asset.  Record the numerical values for the likelihood rating factors for each aggressor in the appropriate spaces on NASA Form 1713 (Risk Level Worksheet).

3.2.3.  Establish likelihood ratings.  Refer to requirement in paragraph 3-4.

	Table 3-1

Potential Aggressors Selection Table


	






        Potential Aggressor

Asset Category





1
2
3
4
5
6

	A.  Aircraft and components at aviation facilities.

X
X
X
X
X
X

and/or test facilities.
B.  Vehicles /components at motor pools and/or

X
X
X
X
X
X

watercraft at docking facilities.
C.  Petroleum, oils, and lubricants (POL).


X
X
X
X
X
X
D.  Launch and/or mission control facilities.

X

X
X
X


E.  Controlled medical substances and other  

X
X





medically sensitive items.
F.  Communications facilities (includes tracking

X
X
X
X

stations).
G. Individual Information Technology systems,

X
X
X
X
X
X

super computing systems, data centers.
H.  Facilities engineering supplies and construction 
X
X
X
X


material.
I.  Rocket engine, wind tunnels, simulation, and other
X

X
X
X


high speed testing facilities and equipment.
J.   Research facilities.




X
X

X
X
X
K.   Spacecraft (Shuttle, ISS)



X 

X
X
X
X
L.  Experimental animal subjects and associated

X

X
X



laboratories.
M. Visitor centers and display facilities.


X
X

X
X


N. Miscellaneous pilferable assets. Includes

X
X
X
X



hand-held precision tools.  Lap-top computers.
O.  Mission-critical or high - risk personnel.


X
X
X
X
X
P.  Administrative support facilities.


X
X
X
X
X
X
Q.  Industrial and utility equipment.


X
X
X
X
X


R.  Precious metals/materials.



X
X
X
X



S.  Arms, ammunition, and explosives (AA&E)

X
X
X
X

X



Key:

1.   Thieves

2.   Criminal Groups

3.   Vandals

4.   Activists/Protesters

5.   Foreign Nationals

6.   Terrorists


	Table 3-2

Likelihood Rating Factor Table Applicability


	Asset







Applicable Table Numbers

	A.  Aircraft and components at aviation or test 
3-3
a*
3-7
3-8
3-9
3-10

facilities. 




3-11
3-21
3-22


 

B.  Vehicles/components at motor pools or

3-3
a*
3-7
3-8
3-9
3-10

watercraft moored at docking facilities.

3-11
3-21
3-22
C.  Petroleum, oils, and lubricants (POL).

3-3
a*
3-7
3-8
3-9
3-10







3-12
3-21
3-22
D.  Launch and/or mission control

3-3
a*
3-7
3-8
3-9
3-10

facilities.




3-13
3-21
3-23
E.  Controlled medical substances and other
3-3
a*
3-7
3-8
3-9
3-10

medically sensitive items. 


3-18
3-21
3-23
F.  Communications facilities (includes tracking 
3-3
a*
3-7
3-8
3-9
3-10

stations).




3-18
3-21
3-23
G.  Individual Information Technology systems,
3-3
a*
3-7
3-8
3-9
3-10

super computing systems, data centers.

3-14
3-21
3-23
H.  Facilities engineering supplies and

3-3
a*
3-7
3-8
3-9
3-10

construction materials.



b*
3-21
c*
I.  Rocket engine, wind tunnels, simulation,
3-3
a*
3-7
3-8
3-9
3-10

and other high-speed test facilities and 

3-15
3-21
3-23

equipment.
J.  Research facilities.



3-3
a*
3-7
3-8
3-9
3-10







3-18
3-21
3-23
K.  Spacecraft (Shuttle, ISS).


3-3
a*
3-7
3-8
3-9
3-10







3-16
3-21
3-22
L.  Experimental animal subjects and associated
3-3
a*
3-7
3-8
3-9
3-10

laboratories. 




3-17
3-21
3-22
M.  Visitor centers, display facilities/material
3-3
a*
3-7
3-8
3-19
3-10







b*
3-21
c*
N.  Miscellaneous pilferable assets. Includes
3-3
a*
3-7
3-8
3-9
3-10

hand-held precision tools. Lap-top computers
b*
3-20
c*
O.  Mission-critical or high-risk personnel.
3-3
3-6
3-7
3-8
3-9
3-10







3-19
3-20
3-23
P.  Administrative support facilities.

3-3
3-6
3-7
3-8
3-9
3-10







3-20
3-21
3-22


Q.  Industrial and utility equipment.

3-3
a*
3-7
3-8
3-9
3-10







b*
3-20
c*
R.  Precious metals/materials.


3-3
a*
3-7
3-8
3-9
3-10







3-18
3-21
3-23
S.  Arms, ammunition, and explosives (AA&E)
3-3
a*
3-7
3-8
3-9
3-10







3-19
3-21
3-23

	Notes:

a*  Select Table 3-4 for thieves and criminal groups either Table 3-5 or 3-6 for terrorists, vandals or activists,  extremist protest groups, and foreign nationals (insiders  and outsiders).

b*  Select Table 3-12 where the asset is stored outside, and select Table 3-18 where the asset is stored inside.

c*  Select Table 3-22 where the asset is stored outside, and select Table 3-23 when the asset is stored inside.





3.3
Likelihood Rating Factors

3.3.1.  Asset profile.  This factor addresses the public's likely awareness of the asset's existence and its visibility to them in terms of their perception of its importance or value.  Evaluate this factor for each aggressor, use Table 3-3.

	Table 3-3

Asset Profile


	









Likelihood


Level of Visibility







Rating Factor


	Asset has very low visibility.  Potential aggressor is probably not aware of     

1


its existence.

Asset has low visibility.  Existence of asset is probably not well     



2

known to potential aggressor.

Asset has medium visibility.  Existence of asset is probably known
     


3


to potential aggressor.

Asset has a high visibility.  Existence of asset is probably well     

          

4


known to potential aggressor.

Asset has very high visibility.  Existence of asset is obvious to potential aggressor.

5


3.3.2.  Asset usefulness to aggressor.  This factor assesses the usefulness of the asset to potential aggressors.  Usefulness is measured based on the asset's cash value, its direct applicability to the aggressor's goals, or its publicity value.  Apply likelihood rating Tables 3-4 through 3-6 as indicated in Table 3-2 or as appropriate according to the likely goals of each threat type toward the asset.  Enter the number of the table selected in the space provided on NASA Form 1713 (Risk Level Worksheet).

3.3.3.  Usefulness of assets with cash value.  Use Table 3-4 to evaluate asset usefulness where aggressors are most likely to attempt to compromise the asset because of its potential monetary value to them.  Note that the numerical values vary for different threat types.

	Table 3-4

Usefulness for Assets With Cash Value



	






Likelihood Rating Factor

Asset Characteristics   







Organized




                 




  Criminal







 

Thieves
                               Groups

	Value of asset inventory is less than $50,000,

5


         0
   

or individual asset value is less than $5,000.

Value of asset inventory is greater than or equal to
 
4
                   
        1

$50,000 and less than $100,000, or individual asset 

value is greater than or equal to $5,000 and less than

$10,000.

Value of asset inventory is greater than or equal to

3


         2 

$100,000 and less than $250,000, or individual asset 

value is greater than or equal to $10,000 and less than

$25,000.

Value of asset inventory is greater than or equal to

2


         2

$250,000 and less than $500,000, or individual asset

value is greater than or equal to $25,000 and less than

$50,000.

Value of asset inventory is greater than or equal to

1
        

         3 

$500,000 and less than $1,000,000, or individual asset

value is greater than or equal to $50,000 and less than 

$100,000.

Value of asset inventory is greater than or equal to

0
        

         4

$1,000,000, or individual asset value is greater than

or equal to $100,000.


3.3.4.  Usefulness for assets with direct application to aggressor's goals.  Use Table 3-5 to evaluate usefulness where aggressors are most likely to attempt to compromise the asset to use it directly in future activities.  An example of this would be stealing aircraft to use in a future terrorist attack.

	Table 3-5

Usefulness for Assets with Direct Application to Aggressor's Goals

	Level of Usefulness to Aggressor




              Likelihood Rating Factor


	Asset has no usefulness to aggressor's immediate or future goals.


0

Asset has minor usefulness to aggressor's immediate or future goals.       

1

Asset has moderate usefulness to aggressor's immediate or future goals.       

2

Asset has significant usefulness to aggressor's immediate or future goals.      

3

Asset is highly useful to aggressor's immediate or future goals.      
              

4

Asset is critical to aggressor's immediate or future goals.
       


5


3.3.5.  Usefulness for assets with publicity value.  Use Table 3-6 to evaluate usefulness where aggressors are most likely to attempt to compromise an asset because of the potential publicity its compromise would generate.

	Table 3-6 

Usefulness for Assets with Publicity Value




	



Likelihood Rating Factor


Asset Characteristic








Value











Rating












Factor

	

	Aggressor is likely to believe asset's loss would result in insignificant publicity.

0

Aggressor is likely to believe asset's loss would result in local publicity.        


1

Aggressor is likely to believe asset's loss would result in state-wide publicity.

               2

Aggressor is likely to believe asset's loss would result in regional publicity.  


3

Aggressor is likely to believe asset's loss would result in national publicity.  


4

Aggressor is likely to believe asset's loss would result in worldwide publicity.

5



3.3.6.  Asset availability.  This factor addresses the availability of the asset or similar asset at places other than in the inspectable area under consideration.  Evaluate this factor using Table 3-7.

	Table 3-7

Asset Availability


	









Likelihood


Determination of Availability






Rating Factor


	Asset is widely available off the Center.


         



1

Asset has limited availability off the Center.

        



2

Asset is widely available on the Center but is not available off the Center.    


3

Asset has limited availability on the Center but is not available off the Center.

4

Asset is only available at this location on or off the Center.

         


5



3.3.7.  Local incidents in the past.  This factor addresses the history of attempts by the applicable aggressor to compromise similar assets of the Center on which the asset is located and in the local community (e.g. Marshal Space Flight Center, Huntsville).  Evaluate this factor for each aggressor using Table 3-8.

	Table 3-8

Local Incidents in the Past


	









    Likelihood


Number of Incidents at the Same Center in the Past



Rating Factor


	There were no incidents involving similar assets on this Center or in its       


1

immediate vicinity in the past 3 years.

There was one incident involving similar assets on this Center or in its


2

immediate vicinity in the past 3 years.

There were two or three incidents involving similar assets on this Center 


3

or in its immediate vicinity in the past 3 years.

There were four or five incidents involving similar assets on this Center       


4

or in its immediate vicinity in the past 3 years.

There were more than five incidents involving similar assets on this Center


5

or in its immediate vicinity in the past 3 years.






3.3.8.  Regional incidents in the past.  This factor addresses the history of attempts by the applicable aggressor to compromise similar assets on or around other Centers, businesses, or installations in your general major geographical area.  Establish the general regional and metropolitan area appropriate for the Center (e.g., Ames Research Center, Western United 

States, and San Francisco).  Evaluate this factor for each aggressor, using Table 3-9.

	Table 3-9

Regional Incidents in the Past


	









    Likelihood


Number of Incidents in the Same Geographic Area in the Past


Rating Factor

	There were no incidents involving similar assets on or around Centers,


1

businesses, or installations in the geographic area in the past 3 years.

There was one incident involving similar assets on or around Centers,


2

businesses, or installations in the geographic area in the past 3 years.

There were two or three incidents involving similar assets on or around


3

Centers, businesses, or installations in the geographic area in the past 

3 years.

There were four or five incidents involving similar assets on or around


4

Centers, businesses, or installations in the geographic area in the past

3 years.

There were more than five incidents involving similar assets on or around


5

Centers, businesses, or installations in the geographic area in the past 

3 years.






3.3.9.  Potential for future incidents.  This factor addresses the probability that aggressors will attempt to compromise the asset in the future.  Evaluate this factor for each aggressor using Table 3-10.

	Table 3-10

Potential for Future Incidents


	









    Likelihood

Determination of Probability for Future Incidents




   Rating Factors

	It is unlikely there will be any incidents in the future involving this asset


1

on this Center.

There is some possibility there will be a future incident involving



2

this asset on this Center.

It is probable there will be a future incident involving this asset



3

at this Center.

It is likely there will be a future incident involving this asset



4

at this Center.

It is very likely there will be a future incident involving this asset



5

at this Center.


3.3.10.  Asset accessibility.  This factor addresses any protective measures that are in place for existing assets and facilities or planned for new facilities.  Accessibility is assessed differently depending on the asset category and either how the assets are usually stored or upon the effectiveness of protective layers.  Where referenced, installing intrusion detection systems (IDS) to facilitate delay is accomplished by detecting the aggressor outside the barriers that provide delay.  Lightweight construction refers to construction other than reinforced concrete or masonry (concrete block or clay brick) such as wood or metal siding.  Apply likelihood rating Tables 3-11 through 3-20 as indicated in Table 3-2.  Enter number of the selected table in the space provided on NASA Form 1713 (Risk Level Worksheet).

	Table 3-11

Accessibility of Aircraft, Launch Vehicles, Vehicles, and Watercraft


	






       


    Likelihood











        Rating

Type of Storage Area 







        Factors

	Aircraft (to include spacecraft launch rockets), vehicles, or watercraft are

  
0

located within secured hangars or garages.  Access is strictly controlled and monitored.

Aircraft (to include spacecraft launch rockets), vehicles, or watercraft are located
   
2

within a fenced or walled area with security lighting.  Access is controlled and 

monitored.

Aircraft (to include spacecraft launch rockets), vehicles, or watercraft are not located
3

within a fenced or walled area but are guarded by on-site guards.  Access is controlled. 

Aircraft (to include spacecraft launch rockets), vehicles, or watercraft are located
   
4

within a fenced or walled area with security lighting.  Roving patrols check 

the area hourly. Access is controlled.

Aircraft (to include spacecraft launch rockets), vehicles, or watercraft are located     

6

within a fenced or walled area with security lighting.  Access is controlled.

Aircraft (to include spacecraft launch rockets), vehicles, or watercraft are located

8

within a fenced or walled area.  No security lighting.  Access is controlled.

Aircraft (to include spacecraft launch rockets), vehicles, or watercraft are not stored

10

within a fenced or walled area and have no on-site guards.  No security lighting.  Access is not controlled nor monitored.



	Table 3-12

Accessibility of Petroleum, Oils, and Lubricants (POL) Assets in Outside Storage Areas


	









Likelihood

Type of Storage Area 







Rating Factor


	Storage is within a fenced or walled area with security lighting and



2

IDS or on-site guards.  Access is controlled.

Storage is within a fenced or walled area with security lighting. Roving


4

patrols check the area hourly.  Access is controlled.

Storage is within a fenced or walled area with security lighting.  Access


6

is controlled.

Storage is within a fenced or walled area.  Access is controlled.



8

Storage area is not fenced or walled.  Access is not controlled.



10




	Table 3-13

Accessibility of Launch and Mission Control Facilities



	









Likelihood

Type of Area 








Rating Factor


	Launch and mission control facilities are situated within a fenced



2

area with security lighting and IDS, access control, or on-site guards.

Launch and mission control facilities are situated within a fenced 



4

area with security lighting.  Roving patrols check the area hourly.

Launch and mission control facilities are situated within a fenced



6

area with security lighting.

Launch and mission control facilities are situated within a fenced area.


8

Launch and mission control facilities have no protective elements. 



10


	Table 3-14

Accessibility of Information Technology Systems and Super Computing Equipment/Facilities

	









Likelihood

Characteristics of Area







Rating Factor


	Systems are within a facility with security lighting, IDS, and



2

24-hour access control.

Systems are within facility with security lighting.  Roving patrols



6

check the facility on a periodic and random basis.

Systems are within a facility with no protective elements.




10


	Table 3-15

Accessibility of Rocket Engine, Wind Tunnels, Simulation Facilities, and Other High Speed Testing Facilities and Equipment


	









Likelihood


Characteristics of Area







Rating Factor


	Facility and equipment are protected with adequate lighting, IDS, and


2

24-hour access control.

Facility and equipment are protected with adequate lighting.  Roving


6

patrols check the facility on a periodic and random basis.

Facility and equipment are protected with adequate lighting.



8


Facility has no protective elements.






10



	Table 3-16

Accessibility of Spacecraft (Shuttle, ISS, etc.) When Ground-based


	









Likelihood

Type of Area 








Rating Factor


	Spacecraft are situated within a fenced






2

area with security lighting and IDS or on-site guards.

Spacecraft are situated within a fenced 






4

area with security lighting.  Roving patrols check the area hourly.

Spacecraft are situated within a fenced






6

area with security lighting.

Spacecraft are situated within a fenced area. 

                           


8

Spacecraft are not protected.




                    

10


	Table 3-17

Accessibility of Experimental Animal Subjects and Associated Laboratories


	









Likelihood

Type of Area 








Rating Factor


	Animals and laboratories are situated within a fenced                                      


2

area with security lighting, IDS and access control system.

Animals and laboratories are situated within a fenced                       



4

area with security lighting.  Roving patrols check the area hourly.

Animals and laboratories are situated within a fenced                                      


6

area with security lighting.

Animals and laboratories are situated within a fenced area.                                          

8

Animals and laboratories are not situated within a fenced area.                                   

10


	Table 3-18

Accessibility of Other Assets Inside Facilities


	









Likelihood


Characteristics of Area







Rating Factor


	Asset is located within multiple protective layers capable of providing


2

delay.  One of the protective layers is an IDS to facilitate delay after detection,

or 24-hour access control system or both, or there is an on-site guard.

Asset is located within multiple protective layers capable of providing


4

delay.  IDS is installed to facilitate delay after detection, or there is an

on-site guard.

Asset is located within only one protective layer capable of providing


6

delay and is monitored by IDS or an on-site guard.

Asset is located within only one protective layer capable of providing


8

delay.  The facility is checked randomly by a roving patrol.

Asset is located within only one protective layer capable of providing


10

delay.  No roving patrol available.













	Table 3-19

Accessibility of Arms, Ammunition, and Explosives (AA&E)


	









Likelihood


Type of Storage








Rating Factor


	AA&E is stored in a standard arms room and secure arms lockers and

is monitored by IDS .








2

AA&E is located within multiple protective layers capable of providing


4

delay.  IDS is installed to facilitate delay after detection, or there is an

on-site guard.

AA&E is located within only one protective layer capable of providing


6

delay and is monitored by IDS or an on-site guard.

AA&E is located within only one protective layer capable of providing


8

delay.  The facility is checked hourly by a roving patrol.

AA&E is located within only one protective layer capable of providing


10

delay.














	Table 3-20

Accessibility of other Assets Subject to Destruction, Death, or Injury

	









Likelihood

Location of Asset







Rating Factor

	Asset is located within the interior of a reinforced concrete or masonry


2

building within a fenced or walled area with a perimeter IDS or on-site guards.

Asset is located within the interior of a reinforced concrete or masonry


4 building within a fenced or walled area.

Asset is located within a reinforced concrete or masonry building.
 


6

Asset is located within a building of lightweight construction.  



8

Asset is located within a fenced or walled area.

  



10


	Table 3-21

Effectiveness of Law Enforcement/Security





	









Likelihood


Perceived Regard/Effectiveness of Security


     

Rating Factor

	Law Enforcement//Security is extremely responsive and effective.



2

Law Enforcement/Security is highly responsive and effective.



4

Law Enforcement/Security is moderately responsive and effective.



6

Law Enforcement/Security is mostly ineffective.





8

Law Enforcement/Security is ineffective.






10




	Table 3-22

Deterrence for Aircraft, Launch Vehicles, Vehicles, Watercraft, POL, and other Assets in Outside Storage or Locations

	









Likelihood 


Aggressor's Perception of the Possibility of Success



Rating Factor

	Aggressor would perceive a very low possibility of success and escape.


2

Asset appears to be heavily protected.  Obvious protective measures include 

fencing or a perimeter wall, security lighting, access control, and either guards

or IDS and CCTV. 

Aggressor would perceive a low possibility of success and escape.



4

Asset appears to be well protected.  Obvious protective measures

include fencing or a perimeter wall, security lighting, access

control, and either guards or IDS and CCTV. 

Aggressor would perceive a medium possibility of success and escape.


6

There are some visible protective measures, including fencing or 

a perimeter wall, security lighting, and guard patrols at hourly intervals.

Aggressor would perceive a high possibility of success and escape.



8

There are few visible protective measures.  Area is fenced or walled.

Aggressor would perceive a very high possibility of success and escape.


10

There are no visible protective measures. 


	Table 3-23

Deterrence for Assets Housed Inside Facilities

	









Likelihood 


Aggressor's Perception of the Possibility of Success



Rating Factor


	Aggressor would perceive a very low possibility of success and escape.


2

Asset appears to be heavily protected.  Obvious protective

measures include fencing, security lighting, access control, and guards or

IDS and CCTV.

Aggressor would perceive a low possibility of success and escape. Asset


4

appears to be well protected.  Obvious protective measures include fencing, 

security lighting, and IDS.

Aggressor would perceive a moderate possibility of success and escape.


6

There are some visible protective measures, including exterior

lighting and random guard patrols.

Aggressor would perceive a high possibility of success and escape.



8

There are few visible protective measures.  Only building entrances are lit.

Aggressors would perceive a very high possibility of success and escape.


10

There are no visible protective measures.





3.4
Establishing Likelihood Rating

3.4.1.  Establish the likelihood rating for each aggressor using the results of evaluating the individual likelihood rating factors.

a.  Determine overall likelihood ratings.  Add the numerical values associated with the nine likelihood factors for each applicable aggressor and compare the sums with the sum ranges in Table 3-24 to determine the overall likelihood rating.  Select a likelihood rating for each aggressor of very low, low, medium, high, or very high.  Enter the applicable sums and likelihood ratings in the spaces provided in NASA Form 1713 (Risk Level Worksheet).

b.  Determine highest likelihood ratings.  Determine the highest likelihood ratings among vandals/activists and the three types of criminals.  Also determine the highest likelihood ratings among extremist protesters and the three types of terrorists.  Enter the likelihood ratings for criminals and terrorists in spaces provided on NASA Form 1713 (Risk Level Worksheet).  Return to step 5, as discussed in paragraph 1.4.3.5, to complete this procedure.

	Table 3-24

Likelihood Rating


	Sum of Likelihood Rating Factors




Likelihood Rating


	11 to 17









Very Low (VL)

18 to 29









Low (L)

30 to 41









Medium (M)

42 to 53









High (H)

54 to 60









Very High (VH)


3.5  Establishing required physical security measures based on the results of the physical security vulnerability risk assessment 
3.5.1.  Once the overall risk level has been established for the asset, Center management and security personnel will refer to NPR 1620.3, “Physical Security Requirements for NASA Facilities and Property,” to determine what physical, procedural, and antiterrorism measures are best suited for the asset.  

3.5.2.  When disagreements occur between security officials and asset managers as to the appropriate security measures to implement, every effort must be made to resolve the issues in a reasonable and timely manner.  Requests for waivers or exceptions of requirements must be processed in accordance with section 1.3, Chapter 1 of NPR 1600.1, “NASA Security Program Procedural Requirements.”
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