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Preface
P.1 Purpose

a. This NASA Procedural Requirement (NPR) establishes requirements, responsibilities, and procedures for
maintaining an Agency Counterintelligence/Counterterrorism (CI/CT) program as prescribed by the National
Aeronautics and Space Act and in conformance with other applicable laws, Executive Orders (EO), Presidential
Decision Directives (PDD), and Federal regulations.

b. This NPR defines the requirements for the conduct of a Non-Title 50 Federal agency defensive CI/CT program to
protect NASA personnel, information, and resources from espionage or other unauthorized intelligence collection
activities undertaken on behalf of a Foreign Intelligence Entity (FIE).

P.2 Applicability

a. This NPR is applicable to NASA Headquarters and all NASA Field Centers, including Component Facilities and
Technical and Service Support Centers. This language applies to JPL, a Federally Funded Research and
Development Center, other contractors, grant recipients, and parties to agreements to the extent specified or
referenced in the appropriate contracts, grants, or agreements.

b. Nothing in this NPR shall be construed as limiting the authorities of the NASA Office of Inspector General (OIG)
under the Inspector General Act of 1978, as amended.

c. This NPR stipulates the authority, procedures, and restrictions associated with CI/CT services, inquiries, and
support to national security investigations conducted by appointed ClI Special Agents (CISA) at Headquarters and at
each NASA Field Center.

d. In this directive, all document citations are assumed to be the latest version unless otherwise noted.

P.3 Authority

a. National Aeronautics and Space Act, 51 U.S.C. § 20113 and 20132.
b. NPD 1600.2, NASA Security Policy.
c. NPD 1600.4, National Security Programs.

P.4 Applicable Documents and Forms

a. EO 12333, December 4, 1981, United States Intelligence Activities, reprinted as amended (3 CFR 1981
Compilation).

b. U.S.C. Title 51, National and Commercial Space Programs.
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c. The Intelligence Authorization Act for FY95, Section 811, as amended, 50 U.S.C. § 402a.
d. EO 13556, November 4, 2010, Controlled Unclassified Information (CUI).

e. PDD/National Security Council-12, Security Awareness and Reporting of Foreign Contacts.
f. PDD 39, U.S. Policy on CT.

g. NPD 2810.1, NASA Information Security Policy.

h. NPD 1600.9, NASA Insider Threat Program.

i. NPR 2810.1, Security of Information Technology.

j- NPR 1080.1, Requirements for the Conduct of NASA Research and Technologies.

k. NPR 1441.1, NASA Records Retention Schedules.

I. NPR 1600.1, NASA Security Program Procedure Requirements.

m. NPR 1600.2, NASA Classified National Security Information.

n. NPR 1600.4, Identity and Credential Management.
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0. NPR 2810.1, Security of Information Technology.
p. NPR 7120.5, NASA Space Flight Program and Project Management Requirements.

g. NPR 7120.7, NASA Information Technology and Institutional Infrastructure Program and Project Management
Requirements.

r. NPR 7120.8, NASA Research and Technology Program and Project Management Requirements.

s. NPR 7500.2, NASA Technology Transfer Requirements.

t. NPR 9700.1, Travel.

u. NASA Interim Directive (NID) 1600.55, Sensitive But Unclassified (SBU) Information.

v. National Intelligence Priorities Framework (classified).

w. Security Environment Threat List (classified).

X. Memorandum of Understanding (MOU) between NASA and the Federal Bureau of Investigation (FBI) (classified).
y. MOU between the OIG and OPS, dated February 3, 2011.

P.5 Measurement/Verification

The Office of Protective Services (OPS) CI/CT Division conducts program management reviews of its ten CI/CT
offices to evaluate compliance and implementation of this NPR. The reviews are conducted at least every three
years or as required. Findings of these reviews are provided to the Director of CI/CT for Protective Services,
Assistant Administrator for Protective Services for NASA, and when warranted, the applicable Center Director to be
resolved no later than 30 days from the completion of the reviews.

P.6 Cancellation

a. NPR 1660.1, NASA Counter Intelligence and Counterterrorism, dated November 10, 2011.
b. NPD 1660.1B, NASA Counterintelligence and Counterterrorism Policy, dated November 18, 2008.

| TOC | ChangeHistory | Preface | Chapter1 | AppendixA | AppendixB | AppendixC | ALL |

| NODIS Library | Organization and Administration(1000s) | Search |

Verify Current version before use at:

NPR 1660.1C -- Preface http://nodis3.gsfc nasa.gov/

Page 2 of 3_


http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1660_001C_&page_name=main
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1660_001C_&page_name=ChangeHistory
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1660_001C_&page_name=Preface
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1660_001C_&page_name=Chapter1
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1660_001C_&page_name=AppendixA
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1660_001C_&page_name=AppendixB
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1660_001C_&page_name=AppendixC
http://nodis3.gsfc.nasa.gov/displayAll.cfm?Internal_ID=N_PR_1660_001C_&page_name=ALL
http://nodis3.gsfc.nasa.gov/main_lib.html
http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=1
http://nodis3.gsfc.nasa.gov/adv_search.cfm
http://nodis3.gsfc.nasa.gov/
http://nodis3.gsfc.nasa.gov/

Verify Current version before use at:

NPR 1660.1C -- Preface http://nodis3.gsfc nasa.gov/ Page 3 of 3.
DISTRIBUTION:
NODIS
This Document Is Uncontrolled When Printed.
Check the NASA Online Directives Information System (NODIS) Library
to Verify that this is the correct version before use: http://nodis3.gsfc.nasa.gov
NPR 1660.1C - Preface Verify Current version before use at: Page 3 of 3

http://nodis3.gsfc.nasa.gov/


http://nodis3.gsfc.nasa.gov
http://nodis3.gsfc.nasa.gov/
http://nodis3.gsfc.nasa.gov/

