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1.0 Introduction

The NASA Office of the Chief Financial Officer (OCFO) serves as Level One support in
the development and implementation of NASA travel card policy, regulations,
procedures and other guidance. The NASA Shared Services Center (NSSC) serves as
Level Two support by providing oversight and conducting internal control reviews
related to the NASA Travel Charge Card Program as the Lead Agency Program
Coordinator (APC). Center Agency Program Coordinators (CAPCs) provide Level
Three support including issuance of charge cards, monitoring of Center charge card
activity, and handling of Center charge card issues. Links to referenced authority
documents for detailed roles and responsibilities are located on the NSSC Customer
Service Web site as well as the Financial Management Operating Procedures (FMOP)

9700.1-PO1-A.
2.0 Objective

The objective of this document is to identify reports for the NASA Center APCs to run
as a part of the management of their Center Travel Charge Card Programs. These
reports will provide information to Center Managers and Supervisors of employees
with delinquent balances or inappropriate transactions. Such instructions will also allow
Travel CAPCs to verify compliance with Center, Agency, and Federal policies and
procedures.

3.0 Scope

The scope includes reports that should be run for all Center travel charge card activity.

4.0 Authority

e NASA Travel Charge Card Management Plan
Office of Management and Budget (OMB) Circular A-123 Appendix B.
Improving the Management of Government Charge Card Program

* 41 Code of Federal Regulations (CFR), Federal Travel Regulations
(FTR), Chapters 300-304

o NASA Policy Directive (NPD) 1200.1E, NASA Internal Control

o NPD 9070.2, Government Charge Cards
FMOP 9700.1-P01-A, Travel Cards
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CREATION OF A NEW TRAVEL CARD ACCOUNT

Approve Travel Card Application — Electronically (Preferred method)

1. Log into JPMorgan Chase Commercial Card Account Center.

JPMorganChase €

Commercial Card Account Center

Welcome

User N_.ﬁa

Password

Registered users sign on here:

New usar? ter for i 1

Forgot vour password?

SIBNDIII

Click Here for Fr ly Asked Questi
Stifl need help? Contact Us

2. Select Online Enroliment.

JPMorganChase €

Commercial Card Account Center

A

£ Tr i
i Look up Activity

| WELCOME Kay,

| —
Welcome to the JPMorganChase Commercial Card Account Center.

On this site, you'll have information about your account at your fingertips:

» Transacticn Activity; access current activity summary, recent transactions and past statements
* Account Management: view your account profile or link additional Commercial Card accounts

* Ueger Manager: emulate, add or search users.

+ My Profile: change your password or email address

| insox | nece ISR

ACCount: Xxe-20000-3000t- 1506

3. Select Search.

. rrom -

Tarr )

L ApEhe s M

=

e R
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4. Review Application Search Results for Pending Program Administrator
(PA) Approval.
5. Using id.nasa.gov People Search, verify proper phone number, name, and
employment information on the electronically submitted application. Also
verify that the supervisor approved the application.
6. Validate through SATERN that SATERN training was completed or that a copy
of the certificate was received.
Update MCC Group Information.
Sign and date the application.
Click Save —Approve.

©oN

Approve Travel Card Application — Paper Application

-_—

Review paper application.

2. Using id.nasa.gov People Search, verify proper phone number, name, and
employment information on the paper application. Also verify that the
supervisor approved the application.

3. Validate through SATERN that SATERN training was completed or that a copy
of the certificate was received.

4. Add MCC Group Information.

5. Sign and date the application.

6. Faxto JPMorgan Chase CCS-Account-Services

Update New Account User Id (after account is created by bank)

1. Validate new account has been added to the Account and Employee
Hierarchy report generated monthly
2. Log into PaymentNet.

JPMorganChase )

IP Morgan Chase
Commercial Card Sohitions

< 1 zatd pragrame Buie
arourd the nesds of asch business to haip

vy and oDaT P

Foocar e Paxs Phsas T
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4. Search the employee’s name using Webdir,
https://webdir.nasa.gov/pages/index to validate the Agency User ID.

E HORTON, WILLIAM R. (NSSC-XD042)

General | Organization | Phone/Notes | Member OF | E-mail Addresses |

MName o .
First: | WILLIAM |iniials: R Last:
Display; | HORTON, WILLIAM R (NSSC | Alias:

5. Change the User ID listed in PaymentNet to the Agency User Id listed in
Webdir or alias from Outlook, ensuring all letters are in upper case. If the ID is
already utilized within PaymentNet, then add a number to the end.

General Information JUTEEESITRES

- .- Reauired Fralds : Need to change to the Webdir Listed Agency User ID
. Herrarshy 10 s
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6. Verify business phone number.

5 Payments Administraton Hep

List

v
| {rformabon wes savea succassfully

< -'quiud — change .
— *usel10 [FmRORTOR *Hisrarchy 10 MR Tarad Sericex
Prafix Transaction Defaults
mrsthame [l i Chart of Accauats [tons v | .
Midde Initial {7 ] - -
* Last Name

sotex [

Tile [salest W

EMad Address |WILLIAM.A . HORTON
cc E-Mai Addreas

boc E-Mail A ]
Business Phone (2258135120 ] verfiy
Optimize W .
Acces:

Unmask Exports /Reports g

7. Change pass phrase if needed for cardholder access.

Uik i Debnid [*~3

[ ]

* Sagurad Frads . ~
LT L s - — (TSRS T ST fosnd-Sedviian
Syt Pwabied 7] (- '—'ﬂl—ﬁm It aveded
wee [ ) e
Db el ::
::.“_ 'm‘.,..-‘m *eearchy U vicass e
gt . s
e T O e e i (. ]
i i o =

8. Verify address.

[z ey ——— [ e en e |

| Thwyurnd Fimics

25 piner mother s Masden anme o bt € e i ey ered
Aismunt Wumbne Tramnemnre 1 omia *Hmcandn i e ek banes
Cwrrent Raleme #0508 seates miw (¥ Bewtws Cheage Ustas
Avsdsbis Cradl §23%,000 D0 Opam ot 2AFE8/3810

| Transarmen el
L Chart of Accupnts | Fpan &

Bok oz s ra :

|
|
|
} * Carral Bill Accsust HASA MGED IDA morensmenserygiy
|
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9. Verify Credit Limit is set at 10K for general and 5K for restricted. MCC
Groups should be checked to “Include” under the Action section.

_mem ] [T Create Nem Acount
= Rem v Mot

Acceunt Bumber ¥ 5 eseses o 3363 Cer1s
Cutrent Dalance #3.00
Avsdable Cradit § 10 000.00

| e - e

Baturn in Pooplaimu Oatuils

B2 oo sutmitiad for srcims na, B
™e nmm-«ilhuuyi 1od 2z Sonn A Feaiiee

|

*sacnccha e [FIRORRRSCTRVESA] (hAa herd Berrioms
seaeue [Hes ) wu = Chamge Datas
Cpen Date DE/05/2013

—
et T ™ 10k for general
~=£...=u..- 10 «m)

ok v e 5k for restricted
Eeyde 0 u..-u.&

et [ g |

m | Oaidy Amuount Uit §
= Oaly Teancaction it [ ]
mmpla Amountumned [ |
Gy Othar Transection Lt [ ]
e e

I Arounit Ll §

10. Validate the MCC Group, Transaction Weekly Limit and Refresh date (change

to the next Wednesday date).

T 3 3 wea it Datals

e £
* Ameied Makn
Add i Rl TTRRTTVTRLANSERRY 4AIGE
Cuveet alaran dv o
Avadable Cradt 230000 40
* Cadrad Bl Arermed WEA BLED (BA SRunses

Cthar Yrncasmen L] 1
e

Dt e e o {
i

Dtear um.:v‘._j 1}
Db Safrwih Date

e ——

e

NOC Gmand BACEA. [ by Srawse |

- -
G A e = A terade {
- = S i = o=
Erryom gty |
g .
& v -
v Teasaach i L] 1 [ weekly limits
& |
iiad | A S i
Ky A e &
gl Atmeanr Lot o i

o mu Wad T o
!tlmtﬂhwﬂiﬁ B3 aan llmc

=y |
Poarsering 19 IRIIVESHTE ] 2N B 3

;aten Bys o mxl-.lm

# o |
@ Craw O mpmrds
Tracrasees e
A e =
B Traiation

Cwiy A Lamt
Sile Argpmi Lo}

Change to the nexr Wedneiday
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SEPARATING AND TRANSFERRING EMPLOYEES

Separating Employees
1. Validate NASA employee is separating from NASA and has no
outstanding balances.
2. Collect Individually Billed Account (IBA) credit card and destroy/shred.
3. Log into PaymentNet.
4. Select Accounts- Manage.

Transacions Repors Accounts £ ayments  Administraten Sein

QUEN| Hanage Accouni: |

Mpasages items Awaiting Your Action
June 11, 11;00 AM CST - Some reports scheduied for 6/10 did not run, Users that require this data should 22 Yew hlag for Downlopd
rerun the report manually. Mappers that were scheduled for 6/10 have run and will show a completion date of Tranzactions for e

6/10. We apologize for any inconvenience.

June 11, 8:00 AM CST The PaymentNet 2012 Survey has been extended until end of week, Friday June 15th.
Please click hera to share with us your feedback on recent enh and other sug that you
have for PaymentNet. Thanks in advance for your participation.

May 23, B:45 AM CT - A system outage is planned on Saturday, June 23, 2012 for online maintenance. The
system will be intermittently unavailable between the hours of 11:00 AM and 3:00 PM CDT. We apologize for
any inconvenience.

For the latest in PaymentNet documentation, please access the Paymentilet® SmartPay® 2 Communication
|Site. This site will serve as your resource center for materials that can assist you in using Paymentiet and will
provide the latest in PaymentNet information, including release nates for scheduled PaymentNet upgrades and
user guides.

= The PaymentNet SmartPay 2 Communication Site requires that users log into the site to access the
documentation. p

= Click here to ggcess the sitg and enter the User ID of paymentnet and the password of smartpay to
fogin.

%), For Cardholder tips and Frequently Asked Questions about PaymentNet, ciick hera,

5. Query on the employee’s last name
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6. Select the appropriate account — click the Control tab

General Information (LR MCC Group Controis

Save| [ Create NewAccount. |[ acoocicon ]
* Required Fields

*Hierarchy ID —31BDENSSCTRV[BA m?hamd Services

A t 1808 10/14 s B i
Current Balance $0.00 Status Closed - Status Change Date: 5/11/2012
Available Credit $0.00 Usaer initisted- online dosure by A/OPC

Open Date 10/01/2008
* Central Bl Account NASA-NSSC IBA *FRSrwssesssigng

CostCenter [ | *Credit imit ¢

T L ez

7. Reduce the Credit Limit to zero — Save.
8. Select the General Information Tab.

Transactions Repoits Accounts Emplovees Payments Administration Help

Account Detail = Navigate To:

General Information

i’ Contrals | MCC Group Controls

[save] [ create Newaccount | [ meviccecad ]
* Raquired Fields 2
*= Either mother's maiden name or birth date is required.

i NASA Shared Services
. *Hierarchy 1D
A " . 1805 10714 Hierarchy ID 318.69Nsi(irfv'[a.n Cirias
Current Balance $0.00 Status | Closed H Status Change Date: 5/11/2012
Available Credit $0.00 User initiated- online closure by A/OPC

9. Change Status to Closed and update notes to state that the account is
being closed for a separated employee.

Notes
Closed account 5/11f12 a
Employee separated from
Agency

10.Click Save.

11.Conduct monthly reviews based on notifications received from NSSC Human
Resources (HR) through the NSSC HR Point of Contact (POC) for NSSC
employees that leave the Federal Government or transfer to another Federal
Government agency to confirm whether any card activity has occurred after
the date of separation.
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12.Receive notifications of separating and transferring employees from HR.

13.Conduct review by the 5" business day of the following month to identify any
employees that did not check-out with the NSSC CAPC. Query PaymentNet
to identify separated employees that have an active travel charge card and
to confirm whether any card activity has occurred after the date of
separation.

14.Contact employee to process a payment and to provide a justification for
activity occurring after the separation date.

15.Close the account in PaymentNet.

16.Submit the results of the monitoring to the Lead APC within 5 business days.

17.Immediately report any activity for separated employees to the Lead APC,
NSSC Travel Lead and the Director, Quality Assurance Division (QAD).

Transferring Employee

1. Validate employee is transferring to another NASA Center and has
no outstanding balances.

Send e-mail to 4.fedcard.services@jpmchase.com requesting traveler’s
hierarchy be transferred with the following data:

Traveler's Name

Last 4 numbers of the card account

Transferring Hierarchy

Company

Hierarchy ID

Center Hierarchy ID

. Corporate Acct # (last two)

10.Gaining Hierarchy

11.Company

12.Hierarchy ID

13.Center Hierarchy ID

14.Corporate Acct # (last two)

15. Effective date

16. Validate transfer was completed by JPMorgan Chase.

A

©0NDO AW
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MONITOR FOR TRAINING, DELINQUENCY AND NEED FOR CARD

Monitoring of SATERN Training

At the end of each quarter (March, June, September, December), the Service
Provider (SP) requests a report from the SATERN POC that contains the names of
their Center cardholders and travel approvers who are past due for completion of the
SATERN Travel Card training.

1. The SP will identify the cardholders and travel approvers who are past due and
coming due within the next 30 and 60 days. Notify the CAPC when the report
is complete and ready for review.

2. Notify employees/approvers that need to be recertified — follow up according
to FMOP 9700.1 and suspend accounts requested by supervisors.

3. Verify completion certificate.

4. Notify the Center HR SATERN POC of any employee that no longer needs a
card and request HR to remove the training from their learning plan. The
CAPC should close the travel card account immediately, making sure to
include comments in PaymentNet.

5. Notify the Lead APC when quarterly monitoring is complete.

Monitor for Delinquency Monthly
Summary - Delinquent Travel Card Account Process

JPMorgan Chase PaymentNet Delinquency Reports

| Action
Report Name Frequency When to run Source System required by
45 Day Report Monthly ‘1st of the month PaymentNet CAPC
Delinquencies with Current _
Balance Monthly 16th of the month PaymentNet SP

1. 45 Days Delinquent
a. Run the 45 Day Report monthly on the first day of the month
(see Appendix A). '
b. Identify accounts in pre-suspension.
Notify traveler to process a payment as soon as possible.
d. Courtesy Copy (cc) supervisor to discuss delinquency with cardholder.

o
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2. 61 Days Delinquent

a. Run the Delinquencies with Current Balance Report monthly on the 16™.

b. Identify suspended accounts.

c. Notify traveler of account suspension and suggest that the traveler
process a payment as soon as possible in order for the bank to
un- suspend the account.

d. CC the supervisor to discuss delinquency with cardholder. CC the Chief,
NSSC HR, the Level One OCFO POC, the Lead APC and the Director
of QAD at OCFO.

e. Forward e-mail to NSSC Chief, Financial Management Division (FMD)
and NSSC Chief, Travel Branch.

f. Results of delinquency accounts should be submitted to the Lead APC
by the 23" of each month using Appendix E Monthly Travel Card
Assurance Review.

Annual Use Review

Infrequent Travelers Review

1. Receive the Infrequent Traveler's Review Annual Use report from the SP
on January 15.

2. Send an e-mail to the cardholder and supervisor to inquire whether the card
is still needed or if the card limit needs to be reduced. The approving official
will need to provide the CAPC with a written justification as to why the
account should remain open and active.

3. If the card is no longer needed, close the account in PaymentNet and include
comments on the account; if the account limit needs to be reduced because
the cardholder does not travel frequently, the CAPC will reduce the limit to
$1.00 in PaymentNet. The CAPC should notify the cardholder that the
cardholder needs to contact the CAPC prior to the cardholder’s next travel so
the CAPC can increase the limit for travel.

4. If the account is closed:

a. Notify the cardholder that they will need to re-apply for a card if it
is determined that a card is needed in the future.

b. Notify the Center HR SATERN POC and request HR to remove the
training from their learning plan. The CAPC should close the travel
card account immediately, making sure to include comments in
PaymentNet.

5. Report the results of the monitoring to the Lead APC by January 31.
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Frequent Travelers Review

1.

2.

3.

Receive the Infrequent Traveler's Review Annual Use report from the SP on
January 15.

If the employee is not using their travel charge card and have traveled more
than six times during the prior year, send an e-mail to the cardholder and
supervisor to inquire why the card is not being used and instruct the
employee that use of the card is mandatory.

Report the results of the monitoring to the Lead APC by January 31.




NSSC
Process Work Instruction

NSPWI-9710-0001 Revision 6.0

Number

Effective Date:

January 12, 2016

Expiration Date:

January 12, 2017

Page 18 of 71

Responsible Office: Financial Management Division

SUBJECT: Travel Card CAPC Roles and Responsibilities

PROGRAM MONITORING REPORTS

Conduct monthly monitoring of travel card transactions and balances to identify
delinquencies and incidents of potential misuse. Coordinate with supervisors to notify
employees of any questionable or inappropriate charges and/or delinquencies. When
requests for clarification are sent to cardholders, the CAPC should provide the
cardholder with one week to respond before notifying the cardholder’s supervisor.
Abuse/misuse has occurred if transactions were attempted or posted that are contrary
to/do not comply with rules, regulations and guidelines. All reports and subsequent
correspondence, including e-mails and documentation of phone calls, should be
retained by the Center APC for six years and three months.

JPMorgan Chase Program Monitoring Reports (PaymentNet)

Action

Report Name Frequency When to run Source System required by
45 Day Report Monthly 1st of the month PaymentNet SP
Accounts Renewing Within Three
Months Monthly 16th of the month PaymentNet SP
Account Activity with Hierarchies ;
Report-Local Use - LA Monthly ‘16th of the month PaymentNet Sp
Account Activity with Hierarchies
Report-Local Use - MS Monthly 16th of the month PaymentNet SP
Account and Employee Hierarchy Monthly 16th of the month PaymentNet SP
Cardholder Status with Hierarchy i
and Closed Date Monthly 16th of the month :PaymentNet SP
Cash Advance by Hierarchy 'Monthly 16th of the month PaymentNet SP
Declines Maonthly 16th of the month PaymentNet SP
Delinquencies with Current -
Balance Monthly 16th of the month PaymentNet SP
Transaction Detail by Hierarchy f
Report Monthly 16th of the month PaymentNet | SP

45-Day Regort

(Note: Reference Section titled JPMorgan Chase PaymentNet Delinquency Report.) -
The 45-Day report can be used to monitor delinquencies as it identifies accounts that
are between 1-30 days past due or 31-60 days past statement. The report lists:
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Hierarchy, Account Number, Account First Name, Account Last Name, Account
Status, Status Reason, 1-30 Days Past Due*/31-60 Days Past Statement Date,
Number of Days Past Due, Bill Date and Current Balance.

Accounts Renewing Within Three Months (100% Review)

The Accounts Renewing within three Months report is used to help monitor card
renewals by identifying accounts that will expire within three months of the report date
with a status of Active, New, or Suspended, including temporary suspension, and can
be used to help monitor card renewals. Grand Totals provided for the report. The
report lists: Hierarchy, Account Name, Account #, Account Status, Date Last Used,
Last Used Amount, Current Balance, Expiration Date, and Status Reason.

1. This report can be run to monitor the activation of new cards.

2. The SP will review the report to identify the issuance of new cards awaiting
activation.

3. An e-mail will be sent to the cardholder to notify him/her of the new card issuance
and the required procedures for card activation in accordance the FMOP 9700.1-
PO1-A.

Account Activity with Hierarchies Report - Local Use (100% Review)

(100% Review) - The Account Activity with Hierarchies Report shows transactional
information for all transaction types with the information such as: Post Date,
Transaction Date, Hierarchy ID, Hierarchy Description, Merchant Name, Merchant TIN
Number, MCC, Transaction ID, and Transaction Type. The report shall be optimized
for Excel.

1. This report can be run to show transactional activity for the state and/or
surrounding areas where the Center employees live. For example, for Stennis it
may be appropriate to run reports for both Mississippi and Louisiana. This report
may show charges for baggage or airport parking which are valid local charges.
However, it will also pick up any local purchases that may not be authorized.

2. The SP will review the report and identify transactions that occurred that have no
associated travel authorization, or were not in compliance with rules and
regulations.

3. Make sure your profile in PaymentNet is set to mask account numbers and not
output the full account number for the employees.

4. If the employee has a difference in how their name is entered in the two systems
(Concur Government Edition (CGE) and bank system), the database will be
unable to match a travel Authorization (TA) to their transaction.

5. Also, if a transaction occurred more than one day before the approved travel date
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or any time after the approved travel date, the database will be unable to match a
TA to the transaction (i.e., an employee takes out a cash advance three days
prior to the first day of travel).

6. An e-mail will be sent to the cardholder to obtain clarification of the charge. If
abuse/misuse is suspected, send an e-mail to the cardholder and supervisor
stating the government charge card may have been used inappropriately. See
Appendix B for a sample e-mail. Disciplinary action may be taken based upon
HR/supervisor discussions.

Account and Employee Hierarchy

Review for accuracy, validated User ID, etc. - The Account and Employee Hierarchy
report shows the card and account hierarchies for all individuals. The report displays
all employees — both cardholders and non-cardholders. It groups by User ID and
displays the individuals' names and roles, as well as card account numbers where
appropriate. Please note that if the report is run using Hierarchy ID as a criterion, that
criterion will apply to the employee and not the accounts that belong to the employee.
However, the user should not be allowed to enter a criteria or view
employees/accounts outside his/her scope of view.

Cardholder Status with Hierarchy and Closed Date (100% Review)

The Cardholder Status with Hierarchy and Closed Date report can be used to identify
account limits and account statuses. The report, which is sub-totaled by Account Status,
lists the following: Account Name, PaymentNet Hierarchy, Account Number, Open Date,
Credit Limit, Individual Cycle Amount Limit, Individual Monthly Amount Limit, Individual
Other Amount Limit, Individual Single Amount Limit, Available Limit, Status, and Closed
Date.

1. The Center APCs will monitor this report monthly to ensure the accounts of
employees who transferred to another Center or separated from NASA show
up as closed or were successfully transferred and verify cardholders’
activation of new charge cards.

2. Send a follow up e-mail to 4.fedcard.services@jpmchase.com if the
transferred employee is not on the report.

3. E-mail cardholders whose card has been suspended or closed because of
suspicious activity to make sure they are aware of the status, and then assist
in reissuing a new charge card, if applicable.

4. E-mail cardholders of new charge cards to inform the employee to activate the
card with 60 days of receipt. If the cardholder has not activated the card within
60 days, send a reminder e-mail to the employee and supervisor that the card
will be closed in 30 days if not activated.
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Cash Advance by Hierarchy (100% Review)

The Cardholder Status with Hierarchy and Closed Date report can be used to identify
account limits and account statuses. The report, which is sub-totaled by Account Status,
lists the following: Account Name, PaymentNet Hierarchy, Account Number, Open Date,
Credit Limit, Individual Cycle Amount Limit, Individual Monthly Amount Limit, Individual
Other Amount Limit, Individual Single Amount Limit, Available Limit, Status, and Closed

Date.

1. This report is used to monitor Automated Teller Machine (ATM) activity and
compare it to the CGE Valid Travel Authorization Report to validate cash
advances obtained were in conjunction with an approved TA. Run the report

on the 16" of the month as part of the monthly monitoring.

2. Compare dates of cash advances to make sure they are within three
calendar days before official travel begins, and not after the official travel

ends when compared to the approved travel authorization.

3. The results of cash advance monitoring will be reported to the Lead APC with
the other monitoring results by the first of the month following the cycle end.

4. Make sure your profile in Payment Net is set to mask account numbers and
not output the full account number for the employees.

5. If there is a difference in how the employee’s name is entered in the two
systems (CGE and bank system), the database will be unable to match a TA

to their transaction.

6. Also, if a transaction occurred more than one day before the approved travel
date, or any time after the approved travel date, the database will be unable to
match a TA to the transaction (i.e., an employee takes out a cash advance

three days prior to first day of travel).

Declines (100% Review)

The Declines report can be used to monitor the occurrences and reasons why
cardholders have been declined. The report lists: Decline Code and Reason, Account
Name, Account Number, Amount, MCC, MCC Description, Merchant Name, Merchant
City, Merchant State/Province, Merchant Country, Date and Time of Decline.

1. This report will be used to review all declined transactions for the period and
compare it to the CGE Approved Travel Plan Report to validate the
transactions are related to an approved travel authorization. Run the report

on the 16" of the month as part of the monthly monitoring.

2. Send an e-mail to any employee who has declines for unauthorized purchases
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or for transactions that occurred without a valid travel authorization. The e-mail
should be sent to obtain clarification on the attempted charges.

If abuse/misuse is suspected, send an e-mail to the cardholder and supervisor
stating the government charge card may have been used inappropriately. See
Appendix B for a sample e-mail. Disciplinary action may be taken based upon
HR/supervisor discussions.

The results of declines monitoring will be reported to the Lead APC with the
other monitoring results by the first of the month following the cycle end.

Transaction Detail by Hierarchy (Statistical Sample)

The Transaction Detail by Hierarchy report summarizes the number of transactions and
total dollar amount for each account and Hierarchy level. Transactions as well as line
items are included and payments are excluded from this report. Subtotals are provided
for each Hierarchy, as well as Grand Totals for the entire report. The report lists:
Transaction ID, Tran Date, Post Date, Purchase Method, Merchant, City, State, MCC,
Debit Amount, Credit Amount, Tax and Transaction Type.

1
2.

Utilize this report for statistical sampling.
This report will be used to validate the transactions charged by cardholders
are appropriate and comply with regulations. For example, if the employee
had an approved TA, but put a haircut on his/her travel charge card while on
travel, the charge would not be appropriate.
This report will also be used to monitor activity with no associated TA, as well
as any cardholder that needs additional review. For example, a cardholder
should not be using his/her travel charge card to pay for gasoline to commute
back and forth to work if not in a travel status.
a. Statistical sampling criteria
b. Expected error rate equal to 5%
c. Confidence level equal to 95%
d. Total population equal to total IBA transactions for the month
e. E-mail the cardholder if abuse/misuse is suspected and obtain
clarification on the charge. If abuse/misuse is still suspected based on
the response, send an e-mail to the cardholder and supervisor stating
the government charge card appears to have been used
inappropriately. See Appendix B for a sample e-mail. Disciplinary action
may be taken based upon HR/supervisor discussions.
f. The results of abuse/misuse monitoring will be reported to the Lead
APC with the other monitoring results by the first of the month
following the cycle end.
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Concur Government Edition (CGE) Report

i . Action
Report Name ' Frequency When to run Source System  required by
Travel Authorization Info (CGE)  Monthly 16th of the month CGE ! SP

TA Info (100% Review)

This report lists the following for all authorized travel within a specific time period:
Employee’s Name, TA Number, Amendment Number, Destination, Purpose, Trip
Departure Date, Trip Return Date, # of Days, Amount, Travel Arranger, and Current
Status.

1. This report is used to monitor travel card activity by validating that travel card
transactions were in conjunction with an approved TA. Run the report on the

16t of the month as part of the monthly monitoring.

2. Compare dates of cash advances to make sure they are within three

calendar days before official travel begins, and not after the official travel

ends when compared to the approved travel authorization.

This report is used to run the three Travel Card Reconciliation reports.

If there is a difference in how the employee’s name is entered in the two

systems (CGE and bank system), the database will be unable to match a TA

to their transaction.

5. Also, if a transaction occurred more than one day before the approved travel
date, or any time after the approved travel date, the database will be unable to
match a TA to the transaction (i.e., an employee takes out a cash advance
three days prior to first day of travel).

i G

CGE Search/Audit Tool

This tool is an aid in the search, research and analysis of transactions for authorized
travel.

1. Loginto CGE
2. The following are steps to utilize the document search function in CGE to
verify that a valid TA exists for a travel card transaction.
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3. Click Search to activate the search tool.
| Welcome. VERONICA CAUSEY 4 @ Help | Support | Log Out

CONCUR

Home Travel Authorizations Vouchers Approvals Reporting Profile

Vou are administering travel for: e

1Want To... - Important Information

Welcome to Concur Travel & Expense Online! -

= Create or change a resenvation

5 For Immadiate asslstance with ske r
* View authorizations iesen cal e C Cue
+ Creste a new authorization {855) 817-3523

= Create an authorization from an Agent-bouked trip

e R LSser Search

* Editmy profile For policy/process questions, pleage conlact your Center Travel Office for assistance
+ Approve authorizations and vouchers

afile’ et the lop of this page.
Z g P pege

Apply Transactions

Additional Info

e

By For agent assisted reservations, complicated bookings, SRR

Getting Started -if you ars & first-time user, plaase veriy that your profile Is camect, You can accass your profile by selacting
P

ase call Cl Travel

4. Type in the first few letters of the employee’s last name. CGE will begin to

auto populate a box listing all employees that matches the criteria.

Welcome, VERONICA CAUSEY @ Help | support | Log Out

Tubbs, Nicolina 5.
NASA_NSSC

: 228.813.6057

CONCUR SUPERVISORY ACCOUNTA

| 038314654@auth Jaunchpad.nass.gov (User Ny
i nicolina s.tubbs@nasa.gov {Email)

: Home | Travel Authorizations Vouchers Approvals Reporting Profile

I Want To... Important Information
{ Welcome to Concur Travel & Expense Online!
with site . online booking ar resapstic

+ Create or change a resenation

« View authorizations | primsgi) s
= Create a new authorization ip55) 817-3523 - Tam-10pm EST Mondsy-Friday

= Create an authorization from an Agent-booked 1rip
= View vouchers

* Create a new voucher

+ For sgent assisled reservations, comy

employee’s last name.

« Edit my profite

Type first few letters of the

avel

Far policy/p q
= Approve suthorizations and vouchers
o R e — Getting Started -f you are a first-ime u
Alerts

Apply Transactions

5. Click the name of the employee from the result box and click OK. The
search produces a list of all the authorized travel documents.
6. The search produces a list of all the authorized travel documents.
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(@) CONCUR

Home Travel

Apply Transactions

Additional Info

Reporting

[ e inam it
(NASA Fedaral Travel Regutations
0

TALONCOO00D42 Voucher TALONOOCOCO4Z MLLP
-1

TALONGOO0011L7 Vouchar TALONGOG00117

Profile

You are administecny travel for | Tubbs. Nicolina 5

Walcoms 10 Coacur Traval & Expenas Onfinet
with slte anfine booking of reservation questons
please call the Concur Customer Support line and follow the prompts.
opm EST M Friday

(B55) BYT-3823 - Tamn,

p of this page

Depart
date

SHADOWING/TRAINING
VISTT TO ARC.

oy

picated bookings complex intemational fravel or any other assistance. please call €1 Travel
“J7 24 howrs 7 duys & wesk

jontact yous Center Fravel Office for assistance

pur peofile is comecl You can access your profila by selecting “Profie” at

09/14/2014 HOUSTON. TX/ 707.03 COMPLETE
RES:

OB/18/2014 MOUNTAIN
viEw /

k-7

[FF seacn |

+ Craate bew Youchet

n
Per Diem Total Status  Use
By
DLAMONDHEAD,
M5
1710.74 COMPLETE

MOUNTAIN
VIEW, CA

7. Click the TA number of the corresponding TA. [Hint: View the TA to
retrieve travel dates. Verify that the location the transaction occurred
matches the location of the TA or the local area.]

Visa IntelliLink Reports

Action
Report Name Frequency When to run ‘Source System required by
Cash Withdrawal with No ‘
Associated Travel ‘Monthly 19th of the month ' IntelliLink SP
Credit card transaction report iMontth 19th of the month IntelliLink Sp
Multiple Delinquency Report ‘Maonthly '19th of the month IntelliLink SP
Transaction in Blocked MCC Monthly 19th of the month IntelliLink SP

Note: All reports and subsequent correspondence, including e-mails and
documentation of phone calls, should be retained by the Center APC for six years and

three months.

When requests for clarification are sent to cardholders, the CAPC should provide the
cardholder with one week to respond before notifying the cardholder’s supervisor.

Abuse/misuse has occurred if transactions were attempted or posted that are contrary
to/do not comply with rules, regulations and guidelines.
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Cash Withdrawal with No Associated Travel (100% Review)

This report is used to identify those cardholders that have made cash withdrawals with
no authorized travel.

i

E-mail the cardholder for clarification/justification on the cash withdrawal. If
abuse/misuse is suspected based on the response, send an e-mail to the
cardholder and supervisor stating the government charge card appears to
have been used inappropriately. See Appendix B for a sample e-mail.
Disciplinary action may be taken based upon HR/supervisor discussions.
The results of abuse/misuse monitoring will be reported to the Lead APC with
the other monitoring results by the first of the month following the cycle end.

Credit Card Transaction (100% Review)

The Credit Card Transaction report lists each transaction and total dollar amount for
each transaction. Transactions and payments, as well as, any bank transactions are
included. The report lists: Tran Date, Post Date, Billing Amount, and Supplier Name.

1

This report will be used to validate the transactions charged by cardholders
are appropriate and comply with regulations. For example, if the employee
had an approved TA, but put a haircut on his/her travel charge card while on
travel, the charge would not be appropriate.

This report will also be used to monitor activity with no associated TA, as well
as any cardholder that needs additional review. For example, a cardholder
should not be using his/her travel charge card to pay for gasoline to commute
back and forth to work if not in a travel status.

a. E-mail the cardholder if abuse/misuse is suspected and obtain
clarification on the charge. If abuse/misuse is still suspected based on
the response, send an e-mail to the cardholder and supervisor stating
the government charge card appears to have been used
inappropriately. See Appendix B for a sample e-mail. Disciplinary action
may be taken based upon HR/supervisor discussions.

b. The results of abuse/misuse monitoring will be reported to the Lead
APC with the other monitoring results by the first of the month
following the cycle end.

Multiple Delinquencies Report (100% review)

This report is used to identify those cardholders that have multiple delinquencies.
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1. Send an e-mail to the cardholder and supervisor to inquire about the
balances due and whether the card is still needed. The approving official will
need to provide a written justification to the CAPC as to why the account
should remain open and active. Copy the Lead APC; NSSC Chief, Human
Resources (HR); NSSC Travel Lead; Chief, Financial Accounting Executive
Services Branch (FAESB); as well, as the NSSC Chief, FMD.

If card is no longer needed, close the account.

Notify the cardholder that they will need to re-apply for a card if it is
determined that a card is needed in the future.

SEN

Transactions in Blocked MCC (100% Review)

Results of any items that appear on the Transactions in Blocked MCC’s Report should
be followed up on to determine if:

1. Proper authority was requested prior to the transaction being forced through
by the vendor

2. The transaction is related to fraud or if the transaction was initiated by
the cardholder

3. The transaction is fraudulent, then coordinate with the bank and cardholder
to block the account and issue a new charge card

4. The transaction is an inappropriate charge initiated by the cardholder; notify
the employee’s supervisor as well as Chief, NSSC HR. Disciplinary action
may be taken based upon HR/supervisor discussions.

Note: Abuse/misuse has occurred if transactions were attempted or posted that are
contrary to/do not comply with rules, regulations and guidelines.

Note: All reports and subsequent correspondence, including e-mails and
documentation of phone calls, should be retained by the Center APC for six years and

three months.

When requests for clarification are sent to cardholders, the CAPC should provide the
cardholder with one week to respond before notifying the cardholder’s supervisor.
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SERVICE PROVIDER SUPPORT FUNCTIONS - DRD 3.1-11

The SP will provide support to the NSSC APC Travel Card duties by running all monthly
reports from the following systems:

¢ J.P. Morgan PaymentNet

e Visa IntelliLink

e Concur Government Edition (CGE)

Data Requirements Document (DRD) is due 15 days after the end of the billing cycle

(usually the 16" of the month).

All monthly reports are to be run according to the following schedule:

Action
Report Name Frequency When to run Source System | required by

-145 Day Report Monthly 1st of the month [PaymentNet 5B

Accounts Renewing Within Three

Meonths Maonthly 16th of the month |PaymentNet SP

Account Activity with Hierarchies

Report-Local Use - LA Monthly 16th of the month [PaymentNet SP

Account Activity with Hierarchies

Report-Local Use - MS Monthly 16th of the month |PaymentNet SP

Account and Employee Hierarchy |Monthly 16th of the month [PaymentNet SP

Cardholder Status with Hierarchy

and Closed Date Monthly 16th of the month [PaymentNet SP

Cash Advance by Hierarchy Monthly 16th of the month [PaymentNet Sp

Declines Monthly 16th of the month [PaymentNet SP

Delinquencies with Current

Balance Monthly 16th of the month [PaymentNet SP

Transaction Detail by Hierarchy

Report Monthly 16th of the month [PaymentNet SP

Travel Authorization Info (CGE) |Monthly 16th of the month [CGE SP

Cash Withdrawal with No

Associated Travel Monthly 19th of the month |IntelliLink SP

Credit card transaction report Monthly 19th of the month |IntelliLink SP

Multiple Delinguency Report Monthly 19th of the month |IntelliLink SP

Transaction in Blocked MCC Monthly 19th of the month |[IntelliLink SP
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All monthly reports must be saved to the following path: N:\Financial Accounting
Branch\Travel Card\NSSC JP Morgan Chase\NSSC APC - Monthly
Reports\Monthly Reports\{current Year Month}

Run CGE Report

. - Action
Report Name Frequen  When to Source _reauired
Travel Authorization Info Monthly  16th of the CGE SP

Log into Concur Government Edition (CGE).

i
2. Click the Reporting tab
Welcome, VERONICA CAUSEY
[&] concur

Home  Travel Authorizations Vouchers  Approvals (( Reporting ) Profile N

Travel Reports Inteligence 1 Routing List 2 Accounting Code Signatures

© tielp | Support [ Logout

3. Click the Intelligence Link

Home  Travel A
Operational Reports

Welcome, VERONICA CAUSEY

CONCUR

Intelligenze

s | Reporting | Profile

Employee Details @] show his Report by detoust

© elp | support | Log Out

4. Click the NASA folder (Hint: The title of the folder is the hyperlink.)

B

L

-
I

4[‘35

| Name ¢

@8 Concur Travel and Expense

] NASA (p0500107jmzl)
[  Standard Reports

| Modified & ‘
July 30, 2014 133
July 14, 2014 2:46:
September 20, 201

July 22, 2014 1:49;

P Travel Authorization Info (CGI
[@]»  Travel Voucher info (CGE)
[8]»  Unsubmitted Vouchers By Center

October 4, 2014 34
October 17, 2014 1
September 22, 201
October 13, 2014
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6. Make the following selections:

a. NASA Center: Select NSSC

b. Report Dates: [Note: The monthly billing cycle begins on the 16t of the
previous month and ends on the 15' of the current month. [Hint: Select
dates three days prior to and after the billing cycle ends. There may be
transactions that post near the start of the billing cycle for travel that was
authorized to end three days prior to the beginning of the billing cycle.
Also, travelers are allowed to withdraw an advance three days prior to
the beginning of their travel. There may be ATM advances that post
toward the end of the current billing cycle for travel authorized to begin
three days after the billing cycle ends.]

c. Authorization Status: Only select Authorized (both)

d. Travel Arranger Definition: Select the Last Person to Sign the Document

e. Summary: Select Yes, Include the Summary

f.  Accounting Codes: Select No, Exclude Accounting Codes

7. Click Finish.

NASA Center

@/ Travel Authorization Info (CGE)

Please make selections below, then click the Finish bution to execute the report.

Report Dates

Select ali Deselect all

i§ NSSC [ From Departure Date 2
*—i-___ E @ | Od 13, 2014 -
 Earbest date
To Departure Date 2
@ | Nov 18, 2014 B
" Latest date
Authorization Status® Travel Aranger Definition
W - "I € The the document &
™ ACTUALS REVIEW @ The last person Lo sign the do:u:m_} &
[~ APPROVED R
| [ AUTHCANCEL
| ¥ AUTHORZED
[~ AUTHORIZED_—
I~ CANCELLED
™ COMPLETE_
™ CREATED
I™ earFaLED x|

*Selecting all stafuses is the same as selecting no statuses

Accounting Codes”

[ Gémel

Summary
@ Yes. Include the Summafy, & | £ Yes, inch unting Codes &
T Ro Exciude e Summary v ® No, Exclude Accounting Codes>

*Not compatible with CSV format

| Fmish
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Travel Authorization Info (CGE)

Center: NSSC

Departures Between Oct 13, 2014 and Nov 19, 2014
Trave! Arranger is the last person to sign the document

| Empiyee Roulng Ll Tase Autvoriaban hunber, Amsnémentunber | Comier | Enghyee | Puposs | Trp DeparhreDain Trp Rehum Date Tomw ofGays Amount | Bednaion
10XD000 TAIGHOD000101 ] Mission (Cperational}  Oct 19,2013 0ct21 2014 3 5150265 WASHNGTON, DISTRICT OF COLUNBIA
10KAGID TA10KI000T105 ] Uission (Qperatensd  Nov{7,2014  Nov23 2014 7 $8048% COCOABEACH, FLORDA

1URADDD TAIDKGDEGO10S ] Massion (Operntionsl; 0ct20 2514 Oct2z, 214 3 51,458 32 SANTA CLARA COUNTY, CALFORNA
10XA000 TAICK0E620113 0 Missin (Operatonsls Ocis, 2014 0Oe116, 2014 2 §1,763.15 DISTRICT OF COLUMBIA, DISTRICT OF COLU
10x0042 TAIOHOOM0126 o ‘Traning Octig, 2004 Oct31,2014 13 52,340 72 WALLOPS SLAND, VIRGHIIA ]
1DE0D TAIDN00000127 3 CONFERENCE Nov 19 2014 Naw20, 2014 2 $1,74273 SAN DEGD, CALFORNIA

10041 TAIGNO200D 138 [ Trairng 0ct 18, 2014 liow 6, 2014 19 $3.13240 CHNCOTEAGUE, VIPGHIA

10%B013 TRIOHII0E153 1 Mamsion Opesafionel  Wevi7.2004  Nav2!, 2004 5 3167356 BREVARD COUNTY, FLORDA

1058012 TAIDNIIGUD 156 [ Muswon Opzmbonal) Get24, 2014 Oct 31 2014 8 31,417.8% COCOA BEACH, FLORDA

1040620 TA1ENBOCOD161 [ Hasin (Operationsl Oct 15, 2014 Oct 22,2014 4 $1.158 44 LAS CRUCES, HEW MEXKO

10XB012 TAI0ND0000162 1 Hission (Operabonal; Oct 12, 2014 Dot 242014 8 82,774 13 GREENBELT, MARYLAND

10X0042 TAIONI00001TH i Tramng Dct20 2014 Oct30. 2014 11 5188241 HUNTSVILLE, ALABANA

1050029 TA10NO00A0172 i CONFEREHCE Hov 4 2014 Ye's 2044 2 385233 \WASHNGTOH, DISTRICT OF COLUMBIA
1040040 TAIGKC0000174 0 Mssos (Operstonal),  Oct18 2012 Oct 3, 2614 14 52,094 57 WASHNGTOMN, DISTRICT OF COLUMBIA
Linsgasa Zasamocanics o Frap Debal a0 002 20 S SITARMOUETON TE s

pOSOU107jmzi 1000387808 Log Off {f} <3 About

@Keepwsuerﬂ'm' i ] i '{l‘;, "{‘@ - l ﬂ 4 Add‘misrepoft' %
Travel Authorization Info (CGE)
Center: NSSC

Departures Between Oct 13, 2014 and Nov 18, 2014
Travel Arranger is the last person to sign the document

< __

Click dropdown

Curent Status ~ TA Count | Toﬁ Amount |
AUTHORIZED 36 §56.666.03
Overall - Total 36  $56,666.03

8. Select View in Excel 2002 Format. [Hint: Info will be on the TA Details 2 tab.]

pos00107jmzl_1000367808 Log OFf {f} %3 About

(=, keepthisverson v | p | iy iy B vl v [ addthis report = |

Travel Authorization Info (CGE) Views in KTML Format
Center: NSSC & view in POF Format
Departures Between Oct 13, 2014 and Nov 18, 2014 B4 View in XML Format
Travel Arranger is the last person to sign the document 3 view in Excel 2007 Format| L View in Excel ptions »

| View i Excel 2002 Format]>
' Curent Status ' TA Count Total Amount Bl Viewin CvFormat |
AUTHORIZED 36 $56,666.03

Overall - Total 36 $56,666.03
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9. Open the file before saving.

10.Save the report as <3 alpha month> Travel+Authorization+Info+(CGE).xls (do
not save as .xIsx) at the following path: N:\Financial Accounting
Branch\Travel Card\NSSC JP Morgan Chase\NSSC APC - Monthly

Reports\Monthly Reports\{current month}\Concur

COrganize v Burn New folder
¢ Favorites
- M Desktop
i 8 Downloads

! Recent Places

Ii%. Travel+Authorization+Info+{CGE)xlsx

Date modified

Type
12/10/2014 1:00 PM  Microsoft Excel W

Run IntelliLink Reports

- Action
Report Name | Frequency When to run Source System required by
Cash Withdrawal with No
Associated Travel ‘Monthly 19th of the month ' IntelliLink SP
Credit card transaction report Monthly '19th of the month  IntelliLink SP
Multiple Delinquency Report ‘Monthly 19th of the month  IntelliLink SP
Transaction in Blocked MCC ‘Monthly 19th of the month | IntelliLink SP

1. Log into Visa IntelliLink.

2. In the top menu, click Reporting.
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3. In the Reporting Library screen, locate the report and click Run in the

Available Actions column.

Visa IntelliLink
V’SA C::ipl?iaené:;-ﬂanagement

# Repotng Report Library

Dashboard &4 ‘ Rules & ‘ Sampling (D | Predictor 35 | Compliance [ Reporting {= Sourcing T | Administration [

J.PMorgan

Reporting

» Abouf Reporting
» Report History

|
View Reports Wy Report Msystem Mcompany Mcardprogram || peoon Libcary

|

!

| Custom System

Select Report » Standard Reports
i s 7] Create/Edit Reponl
Report Report Type Repori Name Description Available | ) Rags
, Category i Actions 1 | = Manage Schedules
" o Shows all airline transactions with a | e WS |
P, |
Stenderd  System Q’;fo",’{ =i Promram Tickets discounted rae under the City pair Run! Schedule |
| i | program.
| | Shows all airline transactions without a |
Standard Syslem ! All Non City Pair Program Tickets  discounied rate under the City pair Run | Schedule

| BioDiese! Fuel Report

Cash Withdrawal with No

Standard  System . travel (air, hotel car rental) ransaclions @. chadule
{ BRSOUFIe Travel within two weeks before and after the |
cash withdrawal
. Custom My Report | Credit_card_transactions_repot  Monthly Transaclion Report - NSSC Run | Schedule |

. program

< - |
BioDiesel fuel category transactions Run | Schedule }

-Displays ATM and cash withdrawal m —{Click Run
|

{ransactions ihal do nol have associaled

4. Specify the report parameters.
a. Organization: 31809 — NASA Shared Services Center
b. Date(s): Click the billing cycle tab and choose the previous billing cycle.
(For example: Reporting month is July; therefore, the previous billing
cycle is 6/16/15 —7/15/15.)

c. Click Run.

Specify Report Parameters

Dstels) " BiingCycle  Date Range

> Jg «€———[Selecithe NASA Shared Services Cenler, If nol airsady selecied. |

* SsectBimgcycle  [T1B20T5 8505w &———{Choose the previous billing cycle. |

@ v i iance M | Report Viewer - Intemet Explorer Te |8 i
[V bttps: inteliinkvisa.comReport g Feporiviewcasp i { SRR T e T X T
& Report Parameters Al
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5.
6.
7.

Select a format: Excel (.xIs format, not .xIsx)
Click Export

Save each report in the following path: N:\Financial Accounting

Branch\Travel Card\NSSC JP Morgan Chase\NSSC APC - Monthly

Reports\Monthly Reports\{current month}\IntelliLink.
Save the IntelliLink reports by the following names:

a. <3 alpha month> Cash Withdrawal with No Associated Travel
b. <3 alpha month> Credit_card_transaction_report
¢. <3 alpha month> Multiple Delinquencies

d. <3 alpha month> Transactions in Blocked MCC

ﬁ_’, NOV Transactions in Blocked MCCxls 1274/2014 10:24 AM

= | B i
Search Inteliil ink ol
st B S
l‘i Organize ~ Bum  Newfolder Ex O ®
| % Favor Name Date modified Type
|
j| I Desktop B NOV Cash_Withdrawal_with_No_sssociated_Travelxds  12/4/2014 1015 AM  Micre
xi 8 Downloads ﬁ_, NOV Credit_card_transactions_reportads 12/10/2014 3:04 PM  Micre
i F, Recent Places &1 NOV Multiple_Definquenciesdis 124720141020 AM  Micre
|
4

Micre




NSSC
Process Work Instruction

NSPWI-9710-0001

Revision 6.0

Number

Effective Date:

January 12, 2016

Expiration Date:

January 12, 2017

Page 35 of 71
Responsible Office: Financial Management Division
SUBJECT: Travel Card CAPC Roles and Responsibilities
Run J.P.Morgan Chase PaymentNet Reports
: Action
Report Name Frequency . When to run Source System required by
45 Day Report ‘Monthly ‘1st of the month PaymentNet | sp
Accounts Renewing Within Three ‘ |
Months ‘Monthly '16th of the month PaymentNet | SP
Account Activity with Hierarchies !
Report-Local Use - LA ‘Monthly 16th of the month ‘PaymentNet | SP
Account Activity with Hierarchies _
Report-Local Use - MS 'Monthly 16th of the month PaymentNet SP
Account and Employee Hierarchy Monthly 16th of the month ‘PaymentNet SP
Cardholder Status with Hierarchy -
and Closed Date Monthly 16th of the month PaymentNet SP
Cash Advance by Hierarchy Monthly 16th of the month PaymentNet SP
Declines Monthly 16th of the month PaymentNet SP
Delinquencies with Current ‘
Balance Monthly '16th of the month PaymentNet SP
Transaction Detail by Hierarchy
Report Monthly 116th of the month PaymentNet | SP

1. Log into JPMorgan Chase PaymentNet.

2. In the top menu, click Reports and then click Download. [Hint: The reports
can also be accessed in the right box titled /fems Awaiting Your Action.]

T8, 10:30 AM CST - PaymeniNet will be intemittently unavallable on February 18,
2012 between the hours of 11:00 AM CT and 3:00 PM CT for scheduled maintenance. We
apologize for any inconvenience this may cause.

|
|
L
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3. Click on the name of the report to download.

frangactions Hepors Accounts Emclovess Payments Administraton Help

Availoble Downloads

Click on 45-Day. —
Cal=gory Created Status

Report  L1/31/2012 7:55i11 PM  Succensful

Repart  1/16/2012 B118144 PM  Successful

1 Dedines - HBEC.xls Repart  1/16/2012 2118112 PM  Successhul
{] 1mnsazion Dstal By Harsrchy - NSSC vlz Report  Lf16{/2012 B101:06 PM  Suceecsful
| o Y rrovhae . Al _ab U7 P R dArm pal o

4. Save each report in the following path: N:\Financial Accounting Branch\Travel
Card\NSSC JP Morgan Chase\NSSC APC - Monthly Reports\Monthly
Reports\{current month}\PaymentNet.

5. Save the PaymentNet reports by the following names:

a. <3 alpha month> 45 Day Report.xls

b. <3 alpha month> Account Activity — Local Use — LA xls

c. <3 alpha month> Account Activity — Local Use — MS.xls

d. <3 alpha month> Account and Employee Hierarchy.xls

e. <3 alpha month> Accounts Renewing Within Three Months - NSSC.xls
f. <3 alpha month> Cardholder Status with Hierarchy Closed Date .xls

g. <3 alpha month> Cash Advance Detail - NSSC.xls

h. <3 alpha month> Declines.xls

i. <3 alpha month> Delinquencies with Current Balance - NSSC .xls

j. <3 alpha month> Transaction Detail Hierarchy - NSSC.xIs

; ;
Travel Card » NSSCJP Moy NSSC APC - Monthly Reports » Mon!
e e e R o A e e R e —
Crganize ¥ Burn New folder
B¢ Favorites \‘l. Name Date modified Type w Size
M Desktop |z B FEB Transaction Detail Hierachy - NSSC.xls 32/015602PM  Microsoft Excel 97, 51 KB
18 Downloads | | B FEB Delinquencies with Current Balance - NSSC.xls 3/2/201510:04 AM  Microsoft Excel 97. . 30 KB
4] Recent Places " [ FEB Declinesxds 2i25/201510:36 AM  Microsoft Excel 97... 2BKE
B2 FEB Cash Advance Detail - NSSCxls 2/25/201510:40 AM  Microsoft Excel 97... 30 KB
v Libraries B FEB Cardholder Status with Hierarchy Closed Datexls 3/2/2015 3:05 PM Microsoft Excel 97.. TLKB
% Documents B | FEB Accounts Renewing Within Three Months - NSSCads 2/25/201510:43 AM  Microsoft Excel 97 ... 306 KB
o Music B FEB Account and Employee Hierarchy.xls 2/25/201510:38 AM  Microsoft Excel 97... 107 KB
[iess] Pictures @“‘, FEB Account Activity - Local Use - MS.xs 2/25/201510:37 AM Microsoft Excel 97... 32KE
B videos B8] FEB Account Activity - Local Use - LAxis 2/25/201510:38 AM  Microsoft Excel 97... 32KB
57 FEB 45 Day Reportads 2/2/201510:222 AM  Microsoft Excel 97.., 28 KB
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Reconciliation Validation
Prepare 5 Monthly reports to run reconciliations.

1. CGE

a. Run the CGE Travel Authorization Info report. [See CGE Reports
within section 4.0.]

b. Delete all rows above the title row and the footer row.

c. Delete all columns except the following 4 columns:

i. TA Number

ii. Employee

iii. Trip Departure Date

iv. Trip Return Date

d. Rename columns A through B to the following:

i. Document Nbr

ii. Traveler

iii. Begin Date

iv. End Date

e. Sort data in your report by Document Nbr.

f. In Column B, remove any middle names, initials and space after the
first name.

g. Format Columns C and D to show dates in this format: mm/dd/yyyy.

h. IMPORTANT: Delete/remove the first tab. [TA Summary_1 tab]

I. Save the file as FedTraveler_Report and change the Save as Type
to Excel 97-2003 Workbook (*.xIs). [Note: File is still being saved
as FedTraveler in order to run the macro properly.]

j.-  Save the file at the following path: N:\Financial Accounting
Branch\Travel CardiNSSC JP Morgan Chase\NSSC APC - Monthly
Reports\Monthly Reports\{current month}\Recon

2. IntelliLink

a. Run IntelliLink Credit Card Transaction report. [See Visa
IntelliLink Reports within this section.]
b. Delete all rows above the column title row. [Note you may have to
expand some rows to delete them.]
c. Unmerge columns D and E. Delete column E. [This column should
be blank.]
d. - The following fields/columns should remain:
i. LastName
ii. FirstName
ili. TransactionDate
iv. PostingDate
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v. BillingAmount
vi. SupplierName

e. Save As Credit_card_transaction_report and ensure Save as type is

Excel Workbook (*.xlsx).

f. Save the file at the following path: N:\Financial Accounting
Branch\Travel Card\INSSC JP Morgan Chase\NSSC APC - Monthly

Reports\Monthly Reports\{current month}\Recon.
3. PaymentNet

a. Run Cash Advance Detail report. [See JPMorgan Chase

Program Monitoring Reports within this section.]

i. Delete all rows above the column title row. [Note you may have to
expand some rows to delete them.]Save As Cash Advance Detail
— NSSC and ensure Save As type is Excel 97 — 2003 Workbook

(*xls).
ii. If asked to replace existing file, select yes.

b. Run Account Activity — Local Use — LA report. [See JPMorgan

Chase Program Monitoring Reports within this section.]

i. Delete all rows above the column title row. [Note you may have

to expand some rows to delete them.]

ii. Delete first row under title columns if entire row is blank.

iii. Delete Grand Totals row.

iv. Save As Account Activity — Local Use — LA and ensure Save

As type is Excel 97 — 2003 Workbook (*.xIs).

v. Save the file at the following path: N:\Financial Accounting
Branch\Travel Card\NSSC JP Morgan Chase\NSSC APC -
Monthly Reports\Monthly Reports\{current month}\Recon.

vi. Repeat steps b.i. — b.v. for the MS report and save file as

Account Activity — Local Use — MS.

Copy the five reports prepared to run recon reports and paste in the following path:
N:\Financial Accounting Branch\Travel Card\Recon Database folder. If the

following notification is received: There is already a file with the same name in this
location. Select copy and replace. [Hint: Check the box that states: Do this for the next 4

conflicts to copy and replace all files at once.]
Run Travel Card and Travel Authorization Reconciliations

There are three Travel Card and TA Reconciliation Reports:
e Transactions Reconciliation
e Cash Advance Reconciliation
¢ Local Use Reconciliation
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1. Open Travel Card Recon Database located at the following path:
N:\Financial Accounting Branch\Travel Card\Recon Database
folder\Database.ldb. [Note: If you receive a Security Warning, click the
Options button and Select Enable Content.]

BEHS® &= Database : Database- Ni\Financial Accounting Branch\Travel Card\Recon Database folden\Database.mdb (Access 2002 - 2003 fiie format) - 4
HOME CREATE EXTERNAL DATA DATABASE TOOLS
E | g Xocu | W flascendng Vi Suection- | @ o New 2 Totals | ﬁ % Replace | = 1= |
i | . A . i H % i = i
= P i Copy 1 Descending T Advanced - | Hswve  Sspelling | - > GoTav | |
View | Paste Fiter | | Refresh X | Find 19w e aa b |-
v | . ™ Format Painter # RemeveSor Y Togglefiter | ap. X Detete -« J5 Meore [y Select~ | '
| |

Views | Clipbosrd [ | Sott & Filter Records Find I Text Formatting |

‘;;T]EI Recon Form 'y
e

. Travel Card and Travel
B Authorization Reconciliation

Transactions Reconciliation Cash Advance Reconciliation Local Use Reconciliation

I Run Fecen R P—— Y P———— Y. W,

The below report can only be generated after the
g ‘g reconcilistion is complete

Ermsienimomiibes igdan)

Click Run Recon button.

The Output to box (Save as box) will appear. Save with the file name that
automatically appears with the addition of the first three alpha characters of the
current month as a prefix to the file name (ex: FEB Final Output Query.xlsx).
Save the file in the APC folder of the current month the reports are due:
N:\Financial Accounting Branch\Travel Card\NSSC JP Morgan
Chase\NSSC APC - Monthly Reports\Monthly Reports\{current
month}\APC.

4. Review report and verify that each line item has been identified with a TA
number and travel dates.

5. If there is not a matched TA number, use the CGE audit tool to locate add
missing TA number and travel dates. [Hint: Payments and bank charges will
not have an assigned TA.] [Note: The Travel Card database will NOT be able
to match all IBA transactions to a travel authorization number. If there is a
difference in how the employee’s name is input in the two systems (CGE and
the bank’s system), the database will be unable to match a TA to the
employee’s transactions. Also, if a transaction occurred outside the timeframe
of the TA period (+/- one day), the database will be unable to match a TA to
the transaction(s) (i.e., an employee takes out a cash advance three days prior
to first day of travel). If this is the case, use the CGE audit tool to locate
missing TA’s.

SEN
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6. If a transaction cannot be matched to a TA, highlight this line item and
resave report.

7. Repeat steps 2 — 6 for the remaining 2 recons.

8. Notify the Center APC when the Monthly Travel Card Reports are ready for
review and acceptance by the 19" of each month and for accordance per
DRD 3.1-11.

Annual Use Review

Infrequent Travelers Review

1. Process the Cardholder Profile Report (PaymentNet) on January 1 (or the next
business day) for the previous two years.

2. |dentify those cardholders that have had less than three trips during the
prior year or no present activity within the last two years.

3. Notify the Center APC when the Infrequent Travelers Review Annual report
is ready for review and acceptance by January 15 in accordance with DRD
31414,

Frequent Travelers Review

1. Process the Cardholder Profile Report (PaymentNet) on January 1 (or the next
business day) for the previous year.

2. ldentify those cardholders that have had six or more trips during the prior year.

3. ldentify whether the employee is using their travel charge card.

4. Notify the Center APC when the Frequent Travelers Review Annual report is
ready for review and acceptance by January 15 in accordance with DRD 3.1-11.
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APPENDIX A — How to Create Reports

Create PaymentNet Reports

Action

required
45 Day Report Monthly [1st of the PaymentNe S
Accounts Renewing Within
Three Months Monthly  [16th of the PaymentNe S
Account Activity with
Hierarchies Report-l ocal
Account Activity with
Hierarchies Report-Local
Account and Employee Monthly [16th of the PaymentNe S
Cardholder Status with
Hierarchy and Closed Date |Monthly |16th of the PaymentNe S
Cash Advance by Hierarchy [Monthly |[16th of the PaymentNe S
Declines Monthly  |16th of the PaymentNe )
Delinquencies with Current
Balance Monthly  [16th of the PaymentNe S
Transaction Detail by
Hierarchy Report Monthly |16th of the PaymentNe S

1. Log into PaymentNet.

2. In the top menu, select Reports and click on Create. This brings up the list of

all available reports in PaymentNet

(

including any previously saved reports).

3. Inthe Report List screen, click on the name of the report. See summary list of
reports above with source system listed as PaymentNet. [Note: Use the 45-
Day report for this example.]
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Hame Iyes Daescrigtion Scheduls

The 1033 Merchant raport can ba used b analze purchases made from 1089 Merchants. The repon huts:

1299 Merhant Marchant  MCC Coda and Desmption. Marchant lame and Addrass. Marchant DBA Hame. Taxparer 10, and Dollar
Amaunt
The [ a5 it idani

a3-0ay i o

lick on 45-Day =

Tha N

45-Day - Flest CBAEDS Actaunts 0 Hur MonthiyiLast Day of Month
Aczol .

ransacions Repods Accounts Emplorees Pamments Administraton Help

Report Datail List

nformaticn ves sased sacessfuly

[2ava] pelece | [ Procass meport [ neset]

*Mame [45-Day - NSSC Report Format [MsExesl ¥
Compress Output? 7]

—— T
e e
=g
et e iy
a. Name: Enter new name of report. [Example: 45-Day — NSSC]
b. Report Format: Select MS Excel
c. Criteria: [skip this fieﬂ
d. Hierarchy: Click the [*| (plus sign) icon.

i. Click the Hierarchy ID link.
1. ClicK*] 00009NASA NASA
2. ClicK*] 21000NASATRYV TRAVEL
3. Click*] 21003TRVIBA TRAVEL IBA
4. Click the link 31809NSSCTRVIBA NASA Shared
Services Center
ii. Click the box for Include Children
e. Order By: Click the box for Schedule to Run Automatically
i. Frequency: Monthly
ii. Day: Last Day of Month
f. Click the Save button near the top left corner of the Report Detail Screen.
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5. The created report should now be listed in the Report List screen.

Report List

Dasgription Schaduls

1993 Harnany Marchant

45Oy Accounts.

43:Das - Flaat CBA GRS Aceountr

45-Dav - Glgnn Accounts

Aseounts

The 1095 Marchant repont can be used to analyze purchases mada from 1099 Marchants. The rapert listr
MCC Coda mnd Descripion, Marchant Name snd Addrass. Marchant DBA Name. Taxpayer ID. and Dollsr

Amount.

The 43-O8y report can be used to monor delinquencies as 1t Identfias accounts that are b"v-qn 30 and
0 days past due, Tha raport liats: Hierarchy, Account Kumbar, Account mumm Récount Lastha

Account Status. 30 Days. 60 Days, Humber of Days Past Dus, and Cutrent Ba

The 45-Day report can be used to monitor definquancies as it idantdiss amunh that are b.h- !U wnd
60 days past Sua. The raport listes Hisrareh, Abvanint Momioar, At
Account Status. 20 Days, 60 Days. humbaer of Days Past Due, and Cument B.ll'n‘l
The 43-Day report can ba ured to moniter delinquencies
50 days past dus. The raport listss Hierarchy, Account My
Arcount Status 30 Cayx. €0 Days, Humbaer of Davs Past
The 45-Day report tan b used fo m
60 days part dus. The repert lises: Hlnnr«n Account Humber,
AStount Status, 30 Days. 80 Days, Humber of Daye Faz* Dus, 3nd Currant Balanc

Tha Atcount Activity with

niter delinquancies a3 R identfies acounts that are betwen :c and

Ukt Figthame, Accoust Lastha: Monthly Last Day of Month

it idantfies sccounts that are batwesn 30 and
ar. Account FistHama.Account Lasifiame,
. wnd Currant Ealence.

MonthlyiLast Day of Manth

Acseunt Fistlume, A uny Lrbla HenthlyiLast Cny of Mastn

Report shovs for .u

types with the

Similar steps will be followed to create the remaining Payment reports.

1. In the Report List screen, click the name of the report.
2. Complete the following report details as shown by their respective screen

shots for each report:

Name

Report Format
Criteria
Hierarchy
Order By

®aoow

3 Save.

Accounts Renewing Within Three Months

Transactions Reports Accounts

[Save][Dalete ][ Process Report | [Faset ]

ayments  Adminisiral

*Mame [Accounts Renewing Within Thras Months - NSSC

Hierarchy

Order By
Fiald

[schadula to Run Automatically il
Frequency Mwmhly -
Day 16 =

* Raquirad Fialds

" NASA Shared Services
1 *Higrarchy ID [31809NSSCTRVIBA Canter

Report Format Mz Excal v
Compress Outputt [
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Account Activity with Hierarchies Report

Note: This report should be created twice, once for LA and a ond report for MS.
Remember to type or select MS in each area LA is listed in the screen shot below for

the MS report.

Tiansarctions Repons Accounls Employees Payments Admunistration Help

Report Detail

[ (St [asmss s ] [reat]

ort - NSSC - Local Use LA

#Nama [Account Activity With Hierarchies Re

ISchedule to Run Automatically [¥]
Frequency Monthly =

Day 16 -

Field Operation
L5 Transaction Date - s Relstive
2 And v Merchant State - Is Equal To
Hierarchy = 58
Include Children
g = NASA Shared Servicas
1 1o [1s0ansscTRviEs | fase @ @[
ko R SRS N S L BT S
Field Order Sequence

[+

ReportFormat Ms Excel  «
Compress Ovtput? ||

Value
il LastPeriod v NASA
[T

al
B

Account and Employee Hierarchy

s Accounts Employees Payments Administeation Help

. - Rl AT e

Ischedule to Run Astoratically
Frequency Monthly +
Day 15 2

tnclude Children
1w 10 [31809WSSCTRYIEA | MASA Shared Services @
L o e S L e e S T T ts
Finld Order Sequence

Compress Output? [7]

lflllil.
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Cardholder Status with Hierarchy and Closed Date

Agministration Help

st
[Save][Deieta 1] “Process Repori ] [Razat ]
*Name [Cardholder Status with Hisrarchy and Closed Date - NSSC ] Report Format  Ms Excel v
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Declines
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[Save][Dalste ] [ Process Raport | [Razet]
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Halp

Accounts Employees Paymients Adnmnuistration

Iransachons weporis

Report Detall List
[Bave] [Delete ] [ Procéss Repors | [Resst ] :
*Name [Transaction Detall By Hierarchy - NSSC ] Report Format Ms Excel v
Compress Output? [
Criteria e A
Field Operation Value
1 oo v o Tastperiod v WA v | &
Hierarchy s g 2 . :
Indude Children
1 *Hicrarchy [0 RAA Shinred v 9 @[]
OrderBy B o
Field Order Sequence
K]
Schedule ko Run Automaticslly [¥]
Frequency Monthly «
Day 16 -

* Required Fields
Transaction Detail by Hierarchy
Create IntelliLink Reports

Action
Report Name Freguency Whentorun Source System | required by

Cash Withdrawal with No
Associated Travel Monthly 19th of the month |IntelliLink SP
Credit card transaction report Monthly 19th of the month |IntelliLink SP
Multiple Delinquency Report Monthly 19th of the month |IntelliLink SP
Transaction in Blocked MCC Monthly 19th of the month |IntelliLink SP

Three out of the four reports are already system generated reports and only require a
manual run each month. These three reports are the following:

1. Cash Withdrawal with No Associated Travel
2. Multiple Delinquency Report
3. Transaction in Blocked MCC
Adhere to the following steps to create the Credit Card Transaction Report:

1. Log into IntelliLink.
2. In the top menu, click Reporting.
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3. In the Reporting menu (right side of screen), click Create/Edit Report.
4. Click Create Custom Report.

-v's A Visa IntelliLink ; Click Reporiing AT
A P Mo
Compliance Management TEa
Dashboard § ‘ Rules & | Sampling | Predi = | Comp e of Sourcing T§ | Administration
! | : |
il
#  Repoding Create/Edit Report et
—[Ciick Create Custom Report] R e
ICK Create Custom Repo 2
&2 Create Custom Report » Report History
View Reports - ey Report. Msystem Mcompany Beard Progmam | popon tneary
Select Report [Click Create/Ed Report}—y  , sundsrorepors
= ; T > - N e B » Create/Edi R
Report Reporf Name Description Report o oot
Category | Type » Manage Schedules
i | N ) " = T : :
Standard All City Pair Program Tickets Report | Shows all airline fransactions with a discounted rate under the City System | _—
| pair program ! |
Standard All Non City Pair Program Tickets g;\::v;'s Dzlll :;;EEHE transactions withoul a discountad rate under the City System |

5. In the Create Report screen, complete the following fields:
a. Report Title: Credit_card_transaction_report
b. Report Type: My Report
c. Report Description: Monthly Transaction Report for the NSSC
d. Check the box for Include transactions that do not have enhanced
data available.
e. Add the following field information (see screenshot below):
i. Infield position 1, Select Table: Cardholder and Select Field
to Display: LastName
ii. In field position 2, Select Table: Cardholder and Select Field
to Display: FirstName
iii. Infield position 3, Select Table: CardTransaction and Select
Field to Display: TransactionDate
iv. In field position 4, Select Table: CardTransaction and Select
Field to Display: PostingDate
v. Infield position 5, Select Table: CardTransaction and Select
Field to Display: BillingAmount
vi. Infield position 6, Select Table: CardTransaction and Select
Field to Display: SupplierName
f. Click Save (in the bottom right corner). [Note: Standby until you receive
a Save Successful message.]
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Visa IntelliLink
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Return to the Report Library view by clicking the Reporting tab.
The report will be listed as Custom in the Report Category column.

No
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APPENDIX B — Sample E-mail Notifications

Sample Reminder Notification of 30-day past due to employee

From: (Center APC Name)
Sent; XXXX
To: [30-day past due Employee’s Full Name]

Subject: Government Travel Card — Employee last name

[Employee Full Name],

This is a courtesy notification to inform you that as of (date) your JPMorgan Chase
Government Travel Charge Card account has a past due balance in the amount of
$xx.xx with a current balance of $xx.xx. Please make a payment for the amount past
due as soon as possible. | encourage you to use https://gov1.paymentnet.com to
make a payment. Please allow two to three days for the payment to process and
appear on your account. Please e-mail or call me if you have any questions.

Thank you,

(Center APC Name)
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Sample 45-day Standard Delinquency Notice

Sent; XXXX

[Employee Full Name],

Thank You,

Center APC

From: (Center APC Name)

To: [45-day past due Employee’s Full Name]
CC: [Lead APC], [Travel Lead]
Subject: Delinquent Government Travel Card — 45 Days - Employee last name

Please be aware that your JPMorgan Chase Government Travel Charge Card account
is 45 days past due from the statement date and is approaching suspension at 61 days
past due from the statement date.

All JPMorgan Chase accounts are due and payable IN FULL upon receipt. On [month
day, year] at midnight your card will be suspended by the bank for being 61 days past
due from the statement date and an e-mail will be sent to your supervisor as well as
the Chief of Human Resources. Your past due balance is $XXX.XX.
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Sample 61-day Suspended Delinquency Notice*

From: Agency APC POC
Sent: XXXX
To: [61-day past due Employees Full Name]

CC: [Supervisor, Chief- Human Resources, Agency Lead APC]
Subject: Delinquent Government Travel Card — 61 Days suspended -Employee last
name

[Employee Full Name],

Your government travel card account — [XXXX last four account #] is suspended and
as of [Month, Day, Year], you had a 61 day past due from the statement date in the
amount of $XX.XX, with a current balance of $XX.XX. Please make a payment for
$XX.XX as soon as possible. The account will not be unsuspended by the bank, until
a payment is made.

Thank You,

Agency APC POC

*Suspension e-mail that is sent to the cardholder, supervisor, NSSC Chief of Human
Resources, Lead APC, Level One OCFO POC and Director, Quality Assurance Division
should be forwarded to the Chief, Financial Management Division (FMD) and Chief,
Travel Branch.
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Sample Validation of Travel Card Charge

From: Center APC

Sent: XXXX

To: [Validation of Travel Employee Full Name]
Subject: Validation of Travel Card Charge

During a monthly review of the NSSC’s Travel Card transactions, the transaction
below was identified as either a transaction occurring outside the timeline of an
approved Travel Authorization or as a transaction potentially not appropriate for
charging as a travel related expense. The charges include:

10/19/10 — Buffalo Wild Wings — Slidell, LA - $17.94

Please provide an explanation in writing for the above charge(s) within three business
days. If you feel a mistake has been made, or have any questions regarding the
Government Travel Card policy, please call me.

Thank You,

Center APC
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APPENDIX C — Acronyms

APC Agency Program Coordinator

ATM Automated Teller Machine

CAPC Center Agency Program Coordinator
CcC Courtesy Copy

CFR Code of Federal Regulations

CGE Concur Government Edition

FAESB Financial Accounting Executive Services Branch
FMD Financial Management Division
FMOP Financial Management Operating Procedures
FTR Federal Travel Regulations

HR Human Resources

IBA Individually Billed Account

LA Louisiana

MS Mississippi

NPD NASA Policy Directive

NSSC NASA Shared Services Center
OCFO Office of the Chief Financial Officer
OMB Office of Management and Budget
POC Point of Contact

QAD Quality Assurance Division

SP Service Provider

TA

Travel Authorization
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APPENDIX D — FMOP Travel Charge Card Chart

CAPC
Center: XXX NAME: XXX Month: XXX
Responsible Review Explain

Action Timing Reference Exceptions? .
Exceptions

Office Complete?
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Submit No later than Employee 6.7.2/
travel card 25 days after 6.12.1/
account closing date on 8.6.3
payment statement X % 5
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LEGEND:

EMPLOYEE
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APPENDIX E - Monthly Travel Card Assurance Review

Center;  _N8SSC

Statement Period Reviewed (Cycle: 2

and no exceptions were found unless otherwise noted:

TRAVEL CARD ASSURANCE REVIEW
L et e e TR e e e e S i T N G T O T o e

) Date Submitted:

The following reports were reviewed for the Travel Charge Card activity according to the current Agency procedures

SOURCE # OF ISSUES
T.
REPORT NAME SYSTEM IDENTIFIED ACTIONS TAKEN FOR EACH ISSUE
DELINQUENCIES WITH CURRENT
BALANCE REPORT REMEBTNED
45 DAY REPORT PAYMENTNET
CARDHOLDER STATUS WITH
HIERARCHY AND CLOSED DATE PATMENTHEL
REPORT
DECLINES REPORT PAYMENTNET
TRANSACTION DETAIL BY
HIERARCHY REPORT PATRIEHNEL
ACCOUNT ACTIVITY WITH
HIERARCHIES REPORT ~ LOCAL USE AXMERTNGS
CASH ADVANCE BY HIERARCHY | PAYMENTNET
REPORT

Updated: February 26, 2014

Page | of 2
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Center:  NSSC

Statement Period Reviewed (Cycle:

TRAVEL CARD ASSURANCE REVIEW

) Date Submitted:

The following reports were reviewed for the Travel Charge Card activity according to the current Agency procedures
and no exceptions were found unless otherwise noted:

OFFICIALS)

QUARTERLY

MANDATORY TRAINING

SOURCE # OF ISSUES
REPORT N,
E AME SYSTEM IDENTIFIED ACTIONS TAKEN FOR EACH ISSUE
MANDATORY TRAINING
VERIFICATION (APPROVING SATERN

VERIFICATION (CARD HOLDERS) ik
POTENTIAL MISUSE/ABUSE PAYMENTNET
TRAVEL FREQUENCY VERIFICATION | PAYMENTNET

Updated: February 26, 2014

1 3, . = "
Consistent with the guidance set forth by the NAS A Financial Management Operating Procedure (FMOP) 97000.1-P01 A.

Page 2 0f 2
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APPENDIX F — Procedures for Salary Offset

Salary Offset References
e Travel and Transportation Reform Act of 1998- (Public Law 105-264_ Oct.
19.1998)
e OMB Circular A-123, Appendix B
e Federal Travel Regulations

Purpose

This process ensures compliance with references (a) through (c) identified above and
establishes a NASA salary offset process for delinquent Individually Billed Travel
Charge Cardholders.

Salary Offset

Salary offset is the process of collecting an undisputed delinquent travel card amount
by direct deduction from an employee’s salary payment or retirement annuity for
payment to the travel card vendor. Salary offset applies to the Individually Billed
Accounts only.

References (a) & (b) direct Federal entities to set up salary offset procedures.

Salary offset applies to accounts that are 90 days past due with a delinquent balance of
$100.00 or greater. Any offset amount is limited to 15% of the employee’s disposable
pay, per pay period, except with written consent from the employee to approve a

higher percentage. The following due process must be fulfilled before starting salary
offset.

e Written notice of the type and amount of the claim, the intent to collect the claim
by deduction from the employee’s disposable pay, and an explanation of the
employee’s rights. See Attachment A for sample letter which includes
employee’s rights.

The employee’s opportunity to inspect and copy the records related to the claim.

o The employee’s opportunity to make a written agreement with the travel
card vendor to repay the delinquent amount directly.

Salary Offset Process

2. Prepare a list of Center employees that have delinquent balances over 90
days past due and is $100.00 or greater. This information can be obtained
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from the PaymentNet Delinquency Report (this report is run currently to
monitor delinquencies)
3. Compare the new monthly offset list with the previous month's offset list
4. Remove from the salary offset list any cardholder who:
a. Is already in the salary offset process
b. Is actively working with the merchant or bank to resolve
questionable charges
c. Has a delinquency related to lost or stolen card or a dispute
d. Has a balance less than $100.00
e. Timely submitted the corresponding travel voucher for reimbursement
but has not been reimbursed by the Agency yet.
5. Verify the following with Center HR:
a. Employment status- current, separated, retired, deceased or non-
NASA employee
b. Address- physical mailing address
c. Social Security Number
6. Remove from salary offset list any cardholder who has separated from NASA,
is deceased or is a non-NASA civil servant
7. If the employee is no longer employed by NASA, a notification is sent to
the JPMorgan Chase Program Coordinator so the account can be
scheduled for outside collection by the bank
8. Notify JPMorgan Chase of any deceased delinquent cardholders
9. Remove cardholders from the salary offset list that have made payments in full
or have a balance less than $100.00
NOTE: It is suggested that steps a) through f) be performed on the same day to
ensure that the cardholder has not made a payment on their account. If these
steps are not performed in the same day, run another Payment Net
Delinquency report by performing steps a) through e) above to make sure the
cardholder has not made a payment on their delinquent account before any
further actions are faken.
10.Within three business days of running the initial report, send the salary offset
list to the Lead APC via the NSSC Customer Contact Center and to the
JPMorgan Chase Program Coordinator (at this point the account should be
approximately 95 days delinquent)

11.The e-mail to JPMorgan Chase should request notification from JPMorgan
Chase to the Center APC if the cardholder contacts the bank to set up a
payment plan or plans to appeal the delinquency

12.Send Due Process Letter to any cardholders on the new salary offset list by
the 22" day of the month

13.See Attachment A for sample letter

14.30 days after the Due Process Letter is sent out (approximately 125 days
delinquent), the Center APC checks the salary offset list against the Payment
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Net Delinquency report to:
15.Remove cardholders from the salary offset list who have paid in full
16.Reduce delinquent balances on the salary offset list of those cardholders
who have partially paid their past due balances
17.Validate with JPMorgan Chase that the cardholder did not submit an appeal

19.Retain all documentation for six years and three months

20.DOl is contractually required to process the form within two pay periods.

21. Salary offset will be withheld from the employee’s paycheck every two weeks
after being processed by DOI and sent electronically to JPMorgan Chase per
the data on DOI form A-19 Request for Administrative Offset of Delinquent
Government Credit Card Debt until the debt and late fees are paid. (For each
late fee assessed by JPMorgan Chase, a separate Dunning letter will need to
be sent to the cardholder, followed by a fax of form A-19 addressing only the
late fee amount to DOI. This will need to be done for each late fee that is
charged to the cardholder’'s account.

24.1f DOI verifies that payments are being offset and sent to the bank and the
employee information provided is valid, then the Center APC will contact
the bank to determine where the payment has been posted.
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Attachment A: Sample Due Process e-mail Notice for Salary Offset Procedures

Date

Name

Address

City, State, ZIP

Subject: Delinquent (Insert charge card vendor name) Charge Card Account Balance —
Salary Offset

Dear SirrfMadam:

This is to advise you that NASA has identified your JPMorgan Chase Travel Charge
Card account ending in XXXX to be offset with your pay for a delinquent government
travel charge card balance as of (date) in the amount of $ . The
delinquent balance excludes any disputed transactions still pending.

The Travel and Transportation Reform Act of 1998 authorizes the Federal government
to offset up to 15% of your disposable pay at the request of the travel charge card
contractor to collect delinquent balances. Therefore, payroll deductions will begin the
first pay period ending 30 days after the date of this letter unless you resolve this matter
prior to such date or submit an appeal as described below. The deduction will continue
until the total amount is paid-in-full, or we are notified by JPMorgan Chase to stop
collection action.

The amount deducted in any single pay period, including the administrative fee, will be
fimited to 15% of your disposable pay. Disposable pay, for this purpose, is defined as
your biweekly gross pay less deductions required by law, i.e., retirement, Thrift Savings
Plan, Federal, State, local taxes, Medicare, Old-Age, Survivors, and Disability
Insurance, regular life insurance and health benefit premiums, and any other debt owed
to the United States Government.

The deductions for this offset wilf appear on your Leave and Eamings Statement as
Gov.Credit Card Offset-Invol. If you wish to authorize a farger offset in order to
accelerate the payment of this debt, please submit a written request to: (insert
designated official contact information). Your request must specify a percentage of
disposable pay or a specific dollar amount. If you believe that your account is delinquent
because you have not been reimbursed for a related travel voucher, please contact your
Finance Office to determine the status of the voucher. You must inform this Office in
writing of the name and phone number of your travel reimbursement voucher(s)
approving official to verify a travel reimbursement delay.

Page 1 of 2
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You have the right to inspect and copy records related to the delinquency, to request
JPMorgan Chase review its decision fo pursue collection of the debt from your Federal
salary, and to make a written repayment agreement with the charge card vendor. If you
wish to exercise any of these rights, please contact a representative of JPMorgan
Chase directly at XXX-XXXX. You must afso contact JPMorgan Chase if you have
questions about the requested offset, or wish to dispute the offset as erroneous. We
suggest that you keep copies of any correspondence and/or evidence of payment to the
charge card vendor. JPMorgan Chase must report any charges or amount adjustments
regarding the delinquent charge card balance offset to us. Late fees will continue to be
assessed and offset from your salary until the entire delinquent amount is paid in full. If
you feel you have received this notice in error your appeal rights are attached.

The NASA Employee Assistance Program is available to employees who wish fo
voluntarily and confidentially seek counseling due to stress caused by personal financial
problems. For further information on the Employee Assistance Program please call
XOOCEXXXX.

If you have questions regarding our process in this matter, please contact (insert
contact information).

(Insert applicable agency closing)

(Insert applicable agency signature block)

Enclosure-

Grounds for Appeal Appendix B OMB Circular A-123 (Revised January 2008)

Page 2 of 2




NSSC ' NSPWI-9710-0001 Revision 6.0
H Number
Process Work Instruction Effective Date: January 12, 2016
Expiration Date: January 12, 2017
Page 67 of 71

Responsible Office: Financial Management Division

SUBJECT: Travel Card CAPC Roles and Responsibilities

Enclosure to Due Process Notice
GROUNDS FOR APPEAL

Employees are expected to timely reimburse the travel charge card contractor for all
undisputed charges on the card. Employees are also expected to have used the card
only for expenses related to official travel, to have timely filed their travel vouchers and
to have timely disputed any improper charges. Therefore, the grounds for an appeal
are limited. The following may, if properly substantiated, be grounds for appeal:

1. The charges sought by the travel charge card contractor are the subject of
a properly completed timely filed travel voucher that has not been paid by
the government.

2. The charges sought by the travel charge card contractor are the subject of
a timely dispute that the Travel charge card contractor has not resolved.

3. The charges sought by the travel charge card contractor have been released
in bankruptcy.

4. The employee and the travel charge card contractor have signed a written
payment agreement, and the employee is timely making payments as
required by the agreement.

5. The employee has paid the delinquent balance in full.

The employee is responsible for providing proof to support any grounds for appeal. The
nature of the proof will vary in each case. For example, proof to support an appeal
based on the statement that the charges sought by the travel charge card contractor
are the subject of a properly completely timely filed travel voucher that has not been
paid by the government would include:

1. A copy of the voucher;

2. Copies of any communications with the travel payment office
concerning payment;

3. A copy of the travel charge card billing statement; and

4. Any other evidence supporting the employee’s statement.

As a general rule, financial hardship is not grounds for appeal. Because the travel
charge card may only be used for official travel expenses, which are reimbursed by the
government, the employee should be able to reimburse the travel charge card
contractor without hardship. Any request that the salary offset not be processed, either
at all or a reduced rate (less than 15% of disposable pay), because of financial
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hardship must include a detailed explanation of the hardship with a complete financial
statement reflecting all income available to the household and all required monthly

payments and debts.

For further information, please reference the FTR and applicable cardholder
agreements. Appendix B OMB Circular A-123 (Revised January 2009)

NOTE: Highlights of Letter (per A123 Appendix B)

1. Provides the employee with written notice of:

a. Type and amount of the claim

b. Intention to collect the claim by deduction from the employee’s

disposable pay, and

c. An explanation of the employee’s rights as a debtor

2. Provides the employee an opportunity to:

a. Inspect and copy the records related to the claim
b. Review the agency decision related to the claim and
c. Make a written agreement directly with the charge card vendor to repay

the delinquent amount.
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Attachment B: Memorandum to Payroll Operation Division

Client Interface Manual

Chapter 15
Appendix A

MEMORANDUM

To: Payroll Operations Division, Debt Management Branch
D-2640 (Fax: 303-969-5392)

From:

Subject: Request for Administrative Offset of Delinquent Government Credit Card Debt

Please initiate a biweekly payroll deduction to begin pay period

Employee Name:

SSN: XXX - XX -

Amount to be deducted per pay period: $
(Deduction will be 15% of disposable pay, if no $ amount)

Total Amount to be Deducted: $

Bank Name:

Bank Address:

Cardholder’s Number:

Approved by:

Signature

Print name Telephone Nuymber

Title

Date

Contact Name (If different from Approved by) Telephone Number

June 2009

A-19

Contfrolled Unclassified Information

Privacy Act Stafement: Information collected via this form is covered by the Privacy Act of 1974 (5 U.S.C 552a) and Privacy Action System of
Records Notice ~ DOT 85. The primary usc of this information is to start, stop or change entitlements and to process any voluntary or involuntary
deductions on pay and leave 1ssucs. The information you furnish will be used to identify records properly associated with vou to obtain any
additional information, if ngcessary, and o determine any present or future entitlement. Disclosure may be made only to authorized persons

aceording to Title 5 US.C. Section 552a and for uses deseribed in System of Records Notices DOI-85
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Attachment C: Summary of Process Time Line

1. 17th of each month through approximately the 22Nd of each month, the
Center APC will;

a. Compare Payment Net Delinquency report to previous salary offset
list (Step 1. a through c)

b. Forward new salary offset list of cardholders to HR for
employment verification (Step 1. d)

c. Remove applicable cardholders from salary offset list (Step 1. e through
f.)

d. Send salary offset list to JPMC, Agency Lead APC (Step 1. g)

e. Center APC sends Due Process Letter to cardholders at delinquency
age of approximately 95 days past due (Step 1. h)

2. 22Nd of the following month listed in paragraph 1 (30 days past Due
Process Letter or approximately 125 days past due)

a. Center APC verifies balance from salary offset list and notifies
employee and JPMorgan Chase that offset is going to begin (Step 1.
i) :

b. Center APC faxes the DOI A-19 form Request for Administrative Offset
of Delinquent Government Credit Card Debt to DOI to start payroll
deduction. Note: this form cannot be initiated until 30 days after the
official Due Process Letter is sent to the cardholder (Step 1. j)

3. 10th of the following month listed in paragraph 2:
a. Center APC reviews monthly Payment Net Transaction Hierarchy report
to validate that the salary offset has begun (Step 3.)
b. Center APC sends follow up e-mail requesting the follow up from DOI
on salary offsets that have not begun (Step 3 a. & b))
NOTE: Any late fees that continue to be accumulated will require the APC to submit
further DOI A-19 forms for such late fees.
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APPENDIX G - External Audit Documentation Pull and Request for

Extension

To obtain information on the External Audit Documentation Pull and Request for
Extension, access the link to Financial Management Division / Internal Review Work
Instructions and Procedures, Document # NSPWI-9000-0003 or copy and paste the

URL into your Web browser:

https://dm.nssc.nasa.gov/servlet/dm.web.Fetch?did=2087212&rev=$latest
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