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Preface
P.1 Purpose 
a.  This NASA Procedural Requirements (NPR) document establishes requirements and responsibilities for the use and handling of NASA information and information technology (IT) by NASA personnel traveling or other activities associated with official NASA business outside of the United States (U.S.) and U.S. territories.
b.  Use of IT outside of the U.S. and U.S. territories creates risks to NASA information, information systems, and personnel that are greater than those risks present during work and travel within the U.S. 
P.2 Applicability 

a.  This NPR is applicable to NASA, including Component Facilities and Technical and Service Support Centers.  This language applies to the Jet Propulsion Laboratory (JPL), a Federally Funded Research and Development Center (FFRDC), contractors, grant recipients, or parties to agreements only to the extent specified or referenced in the appropriate contracts, grants, or agreements. 

b.  In this NPR, all mandatory actions (i.e., requirements) are denoted by statements containing the term “shall.”  The terms “may” or “can” denote discretionary privilege or permission; “should” denotes a good practice and is recommended, but not required; “will” denotes expected outcome; and “are/is” denotes descriptive material. 
c.  This NPR covers all government furnished property (GFP) and NASA-issued IT devices, such as laptops, tablets, Universal Serial Bus (USB) storage devices, cell phones, and smartphones or other devices that store, process, transmit, or receive NASA information, when such devices are used or carried on international travel. 
d.  This NPR covers any and all non-public NASA information regardless of format and medium of storage, transport, and use.  The use of unauthorized devices to access non-public NASA information for the conduct of official NASA business, including while on foreign travel, is not allowed.  This NPR also covers downloads of information and information created during international travel.
e.  In this directive, all document citations are assumed to be the latest version unless otherwise noted.

P.3 Authority
a. Export Administration Regulations (EAR), 15 Code of Federal Regulations (CFR) pts. 730 774. 

b. International Traffic in Arms Regulations (ITAR), 2 CFR pts. 120-130. 
c. NPR 1382.1, NASA Privacy Procedural Requirements.
d. NPR 1660.1, NASA Counterintelligence and Counterterrorism.

e. NPR 2190.1, NASA Export Control Program.

f. NPR 2810.1, Security of Information Technology.

g. NPR 9710.1, Travel.

h. NASA Information Technology Strategic Plan, Fiscal Years 2018-2021.
i. Information Technology Security (ITS)-Handbook (HBK) 2810.02-2, Security Assessment and Authorization.
j. ITS-HBK-2810.07.01, Configuration Management.

k. ITS-HBK-2810.11-01, Media Protection.

l. NASA Advisory Implementing Instruction (NAII) 2190.1, NASA Export Control Program Operations Manual.

m. Office of International and Interagency Relations Memorandum:  Update on Training Requirements for NASA Official International Travel, November 28, 2018.

n. Designated Countries List: http://oiir.hq.nasa.gov/nasaecp/index.html
P.4 Applicable Documents and Forms 
a. Export Administration Regulations (EAR), 15 CFR pts. 730-774. 

b. International Traffic in Arms Regulations (ITAR), 2 CFR pts. 120-130. 
c. NPR 1382.1, NASA Privacy Procedural Requirements.
d. NPR 1660.1, NASA Counterintelligence and Counterterrorism.
e. NPR 2810.1, Security of Information Technology.
f. ITS-HBK 2810.02-2, Security Assessment and Authorization.
g. ITS-HBK-2810.07.01, Configuration Management.
P.5 Measurement/Verification 
Performance measures relative to implementation of this policy are outlined in NASA's IT Strategic Plan and Federal Information Security Modernization Act (FISMA) Reporting. Verification is ensured through the NASA Chief Information Officer (CIO) internal controls program, and the Agency's annual Statement of Assurance process. 

P.6 Cancellation  

NID 2810.107A, Use of NASA Information and Information Systems while Outside of the U.S. and Territories, May 16, 2016.
Chapter 1. Requirements 
1.1 Introduction 
a. NASA information, information technology (IT) and information systems, and the accounts that access these systems, must be protected.  This NPR outlines requirements for protecting NASA information, IT and information systems while NASA personnel are outside of the U.S. and U.S. territories.  
b. The use of mobile devices to transmit or receive information makes the transmitted information susceptible to eavesdropping, interception, and theft because of transmissions occurring over commercial networks.  International travel increases these risks, particularly where telecommunication networks are owned or controlled by the host government.  IT devices are always at risk for the introduction of malicious software and such risks are greater when devices leave the physical control of the traveler.  
1.2 Use of NASA Information When on Official Travel
a. NASA travelers shall physically take only the minimum amount of NASA non-public information that is required to accomplish official duties on international travel.    
b. Travelers shall not take their primary NASA computer unless the information stored on that computer is required for their official duties, is specific to the purpose of the international travel event, and is not readily accessible by other NASA-approved means.  
c. NASA personnel on official international travel shall store NASA data only on authorized NASA devices.  Computers used on official international travel must comply with all NASA requirements for the protection of sensitive information, including encryption requirements.  Special handling may be required for data that is protected under export control and ITAR, as well as any personally identifiable information (PII), sensitive but unclassified (SBU), or controlled unclassified information (CUI).  
d. Prior to official international travel, NASA personnel shall contact their Center Chief Information Officer’s (CIO) office for assistance to back-up appropriate information.  This backup is critical for data identification and recovery in the event of compromise, loss, theft, etc., of the traveler's IT device(s).
e. For NASA personnel who have the NASA Mobile Device Management (MDM) application installed on their personally owned devices, they shall not access the MDM application from a personally owned device while outside the U.S. and its territories, unless necessary to conduct business and prior approval is granted through your Center CIO’s office.   
1.3 Use of NASA Information Technology When on Official Travel
a. Prior to travel, NASA official international travelers shall contact the Center CIO for guidance on obtaining a NASA authorized IT device specifically designated and configured for NASA use while on official international travel, such as a loaner laptop, loaner tablet, or loaner smartphone.  
b. NASA official international travelers shall take NASA IT devices or access NASA accounts only when authorized by the Center CIO or their designee, prior to travel. 
c. NASA official international travelers shall use only authorized NASA IT devices to store, process, transmit, and access NASA information.   

d. NASA official international travelers shall understand and comply with the Center guidelines for returning all IT devices used on international travel for assessment and verification to safely reconnect to NASA IT systems and networks, before reconnecting any device to a NASA network.  The traveler shall not connect any NASA IT device used on international travel to NASA internal networks until cleared by the Center CIO.
e. NASA official international travelers shall, prior to mailing any IT equipment which contains NASA owned information to a foreign country, obtain approval from both the Center Export Control Administrator and the Center CIO.  This requirement applies to computers and other devices, as well as portable and detachable media storage devices, such as USB drives.  
f. NASA official international travelers shall ensure that all NASA IT devices containing NASA information remain in their possession and are appropriately safeguarded while outside the U.S. and U.S. territories. 

g. NASA official international travelers shall report any loss, damage, tampering, or suspected tampering of NASA IT devices or any IT devices containing NASA information to the NASA Security Operations Center (SOC), soc@nasa.gov, or call 877-627-2732, no later than 24 hours after the incident.  Travelers shall ensure they know the dialing instructions to dial the United States from the visited foreign country prior to travel.  Travelers are strongly encouraged to store this contact information separately for access if the device is compromised.
h. NASA official international travelers shall not connect any devices received from foreign national personnel to NASA networks.  If using a detachable media storage device, such as a USB drive to present NASA data at an event such as an international conference presentation, NASA travelers shall not reconnect the detachable media storage device to the NASA IT device after the presentation.  If collective presentations are provided via detachable media storage, these shall be cleared by the Center CIO before being accessed on a NASA IT device.
1.4 Accessing NASA Networks and Information Systems When on Official Travel
a. NASA travelers shall only access, from outside the U.S. and its territories, any NASA IT information or systems, through:
(1) Authorized secure access to NASA’s internal systems, networks, and data from a NASA IT device authorized for international travel, using access guidance provided by the Center OCIO.
(2) Access to systems, networks, and data specifically intended for access by the general public (e.g., publicly accessible Web sites). 

1.5 Engagements with United States Customs and Border Protection (CBP) Personnel or Foreign Authorities

a. All individuals traveling with authorized NASA IT devices shall observe the following requirements when entering or exiting the U.S., U.S. territories, or any other country, and during encounters with any customs officials or border control authorities.
(1) If U.S. CBP personnel or foreign customs or border authorities confiscate or attempt to confiscate a NASA-issued IT device, NASA personnel shall show their NASA credentials and request to retain custody and control of the device, noting that the device in question is the property of the U.S. Government.  
(2) If the U.S. or foreign authorities insist on examining or confiscating the device, NASA personnel shall comply with the request to surrender the device.   

(3) If U.S. CBP personnel or foreign customs or border authorities request access information for the NASA IT device, such as user identification or password, NASA personnel should restate their official status and that the device in question is the property of the U.S. Government.  
(4) If the U.S. or foreign authorities insist on the device access information, NASA personnel shall request to input the information directly onto the device.  If required, NASA personnel shall provide the access information to the U.S. or foreign authorities.
(5) If the device is returned, NASA personnel shall not unlock or open the device until it is returned to the issuing Center.

(6) NASA travelers shall request the return of the NASA IT device following the surrender and examination of the device by U.S. or foreign authorities.  If the device is not returned, NASA personnel shall proceed with their travel and notify the SOC.
b. Within 24 hours, travelers shall report any incident involving a NASA IT device, including an encounter with U.S. and/or foreign authorities, to the NASA SOC and the traveler’s supervisor. An incident is any instance in which 1) the device is removed from the traveler’s line of sight for any length of time, whether returned or not, or 2) the password is used to access the device at the behest of any official other than the traveler.
c. The NASA traveler’s supervisor shall ensure the SOC, Center CIO, Counterintelligence Center, Office of General Counsel, and Center Export Control Manager are notified by the traveler.  
Chapter 2. Responsibilities 
2.1 NASA Chief Information Officer 

The NASA CIO shall maintain and review this NPR, and update this NPR and other related policy documents as required or appropriate. 

2.2 NASA Senior Agency Information Security Official

2.2.1 The NASA Senior Agency Information Security Official (SAISO) shall: 

a. Develop and disseminate guidance on safeguarding NASA IT devices to NASA international travelers and other NASA employees that study, work, or conduct other activities abroad. 

b. Develop and disseminate the standards and conditions for IT devices to be authorized for use on international travel. 

2.3 Center Chief Information Officers

2.3.1 Center CIOs, or their designees, shall: 

a. Review and process requests to authorize use of NASA equipment during international travel. 

b. Ensure that loaner devices or temporary devices are available and are properly configured for NASA use while on international travel.
2.4 Center Chief Information Security Officers (CISO)
2.4.1 Center CISOs, or their designees, shall: 

a. Ensure international travelers are made aware of IT Security requirements and this NPR prior to departure.
b. Review NASA IT devices returning from international travel and provide authorization for reconnecting those NASA IT devices to internal NASA networks.  Ensure any necessary mitigation actions (e.g., scanning, wiping and re-imaging the hard drive, etc.) are taken prior to re-connection of the NASA IT devices to non-public NASA networks. 

2.5 NASA Personnel

2.5. NASA personnel on personal travel outside the U.S. or U.S. territories shall not travel with NASA devices or access NASA internal data via their personal devices or the MDM application.  Should circumstances require a NASA device during personal international travel, the traveler shall obtain their supervisor's approval, and coordinate with the Center OCIO to obtain a NASA device for international travel.  If approval is granted, all requirements of this policy apply.
2.5.1. NASA personnel, on official international travel and traveling with a NASA IT device or NASA information, are responsible for safeguarding the device and information and shall:
a. Take only the NASA information which will be needed for NASA work during official international travel. 
b. Not access or transport NASA SBU, CUI, or other sensitive information unless access is required for the performance of duties while on official international travel and, if required, only access SBU, CUI, or other sensitive information using authorized IT devices while on international travel. 
c. Not connect device to any other device for data transfer.
d. Only use the power cords and chargers provided by NASA or the device vendor for power/charging.  Users should not connect device to public USB charging outlets (such as those in airports, hotels, on airplanes or automobiles) unless urgent.
e. When a device is in use but not connected to a Government issued or Government controlled wireless access point, the device shall be placed in Airplane mode to prevent potential erroneous transmissions.
f. Be aware that belongings may be searched multiple times and electronic media copied. 
g. Report loss, damage, tampering, or suspected tampering of NASA IT devices, sensitive information, and any IT devices containing NASA information, to the NASA SOC within 24 hours.
h. Secure NASA devices and NASA information at all times while outside the U.S. and U.S. territories, including but not limited to, while in hotels, in luggage, and in rental vehicles. 
i. Notify the servicing NASA Counterintelligence Office if experiencing the following while on foreign travel: 

(1) Any incident of suspected tampering or unauthorized access of NASA IT devices. 

(2) Unusual or suspicious changes in the operation of your device or operating system. 

(3) Attempts by foreign national or representatives of a foreign Government to possess or access NASA IT devices. 

(4) Unusual or suspicious overtures by a foreign entity to acquire NASA SBU, CUI, or other sensitive information outside established official channels. 

i. While on international travel, NASA IT devices shall only be used for official business use and shall not be shared with other individuals, to include family or friends.
j. Users shall not download, install, or update applications from public and/or private App Stores while on international travel.
2.6 Center Foreign Travel Coordinators

2.6.1 Center Foreign Travel Coordinators shall: 

a. Include an overview of this policy in informational materials and training for NASA travelers. 
b. Update and maintain travel form templates and systems to reflect the requirements of this policy within a reasonable and cost effective manner.
c. Verify that the traveler has a signed export authorization for all NASA hardware, software, and technical information prior to traveler departure. 
d. Address any questions the NASA SOC or the cognizant Center CISO may have of upcoming approved international travel.
2.7 NASA Security Operations Center

2.7.1 The NASA SOC shall: 
a. Open a NASA security incident ticket for any detected access from outside the U.S. and U.S. territories, including at points of entry/exit by any US CBP or foreign officials, to any NASA systems, networks, and data not intended for access by the general public by any user whose travel information is not on file with the NASA SOC. 
b. Notify the NASA Counterintelligence Cyber Analyst of any incursion opportunities or activity. 
c. Maintain travel information in a secure repository accessible to Center CISOs, Center Incident Response Teams, and other authorized NASA personnel who require travel information. 
Appendix A: Definitions 
Controlled Unclassified Information.  Information the Government creates or possesses, or that an entity creates or possesses for or on behalf of the Government, that a law, regulation, or Government-wide policy requires or permits an agency to handle using safeguarding or dissemination controls.
NASA Device.  A system, object, intellectual property created by a NASA employee or contractor or any combination thereof, owned by NASA, to include information, records, data, information technology systems, and applications.  

NASA Information.  NASA information is defined as any knowledge that can be communicated regardless of its physical form or characteristics, which is owned by, produced by, or produced for or is under the control of NASA.
Non-Public Information.  NASA non-public information includes all known categories of and information otherwise assessed as SBU information and classified information. 
Sensitive But Unclassified Information.  Designation of information in the United States Federal Government that, though unclassified, often requires strict controls over its distribution.
Appendix B: Acronyms 

CBP

Customs and Border Protection
CFR

Code of Federal Regulation

CIO

Chief Information Officer 

CISO

Chief Information Security Officer

CUI

Controlled Unclassified Information

EAR

Export Administration Regulations

FFRDC
Federally Funded Research and Development Center

FISMA
Federal Information Security Modernization Act

GFP

Government Furnished Property
HBK

Handbook

IT

Information Technology

ITS

Information Technology Security

ITAR

International Traffic in Arms Regulations

JPL

Jet Propulsion Laboratory
MDM

Mobile Device Management
NAII

NASA Advisory Implementing Instruction

NPR

NASA Procedural Requirements
PII

Personally Identifiable Information

SAISO

Senior Agency Information Security Official

SBU

Sensitive But Unclassified

SOC

Security Operations Center
USB

Universal Serial Bus
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